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Reflection for Secure IT... 
...Secure Shell backed by service 

You’re ready to get serious about security, and 
Reflection for Secure IT can help. By replacing 
nonsecure Telnet and FTP with a reliable encrypted 
alternative, administrators can access any TCP/IP-based 
application through a secure transmission tunnel, and 
safely transmit sensitive data and manage remote  
servers — even over untrusted networks. 

Why use Secure Shell? 
The Secure Shell (SSH) protocol is a flexible, 
dependable way to guarantee the safety of your data in 
motion. The following vital features provide reliable 
safeguards that are increasingly important in today’s 
world: 

• Server authentication ensures that your clients 
communicate with the correct server. 

• Client authentication ensures that only authorized 
client users can connect to your server. 

• Data encryption assures that data in transit is 
indecipherable — the client and server establish a 
unique key for each Secure Shell session, and this 
key is required to decipher the data. 

• Data integrity checking verifies that your data has 
not been altered during transit. 

• Port forwarding protects TCP/IP communications 
sent over an untrusted network. 

Why use Reflection for Secure IT? 
To build a security solution you can trust, you need to 
work with software and people you can trust. With 
Reflection for Secure IT and Attachmate you can count 
on: 

• Rock solid, supported software.  

Our developers use the latest techniques in secure 
software design to ensure that Reflection for Secure 
IT products are optimized for stability and security. 

• Cross-platform support. 

Reflection for Secure IT clients and servers are 
available for Windows and UNIX operating 
systems, and run on both 32-bit and 64-bit 
hardware. 

• Responsive technical support. 

Our technical support experts work closely with you 
and with our development team to make sure that 
your questions and concerns are answered quickly 
and correctly. 

• Security updates. 

Our security specialists watch for potential security 
vulnerabilities. In the event that we learn of a new 
vulnerability, we keep you informed and make it our 
top priority to resolve your security concerns. 

• Comprehensive documentation. 

Our documentation team is committed to providing 
you with complete, technically accurate information 
about all facets of our products. 

See for yourself! 
The evaluation software is a fully-functional,  
time-limited copy of Reflection for Secure IT Windows 
Server. If you haven’t yet downloaded  
the evaluation software, go to 
http://www.attachmate.com/Evals/rsit/rsit-eval.htm, 
select a product, then fill out the evaluation request 
form. Shortly after you submit the form, you’ll receive 
an e-mail message with a link to the evaluation 
download page. 

1. From the download library page, select the package 
link that’s appropriate for your Windows platform 
(either 32-bit or 64-bit). 

2. On the File Information and Download page, find 
the evaluation package next to Download now. 
Download and run this file. 

You'll be prompted for a location to unzip the 
installer files.  

3. Select a location and click OK. The files are 
extracted to the specified location and the 
Reflection installer starts automatically. 

4. When the installation has completed, select Restart 
my computer for me, and then click Close. 

The server runs automatically after the restart. 

Before you get started... 
• You’ll need access to a running Secure Shell client. 

You can use any client that is already available to 
you, or you can download and install an evaluation 
copy of the Reflection for Secure IT Windows or 
UNIX client. 

http://www.attachmate.com/Evals/rsit/rsit-eval.htm�
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Getting started with Reflection for  
Secure IT 
This guide walks you through a few key tasks that are 
familiar to typical Reflection for Secure IT users. After 
you try the procedures, you can review the ideas under 
“Do more...” There you’ll find suggestions that can help 
you use the rich feature set in Reflection to maximize 
the highest levels of security, while saving time and 
money. 

Starting the console and making a client 
connection 
Once you’ve completed the installation, you are ready to 
test the server by making your first client connection. 
You’ll work with the server console — an easy-to-
navigate tool that you can use for all server 
administration tasks. 

1. Start the server console (from the Windows Start 
menu, go to Attachmate Reflection > Reflection 
SSH Server Configuration). 

Note: Because you needed to restart Windows to 
complete the Reflection installation, your server 
should already be running. (Restarting Windows 
automatically starts the service.) You can confirm 
this by viewing the information on the console’s 
Status tab. 

Viewing the server status 

2. Initiate a connection to your server from a client 
computer; for example: 

From the Reflection for Secure IT Windows client, 
click the Connect/Disconnect toolbar button to 
initiate your connection, and then enter your host 
and user name. 

-or- 

From a UNIX client (or a Windows DOS box), use 
the ssh command; for example: 
$ ssh Lee@abc.attachmate.com 

3. From the client session, confirm the host identity 
(see the following topic “Confirming the host 
identity”), and then enter your password to 
complete the client connection. 

As soon as your client connection is established, the 
server Status tab is updated to show that there is an 
open connection. 

Confirming the host identity 
The first time a client attempts a connection to your 
host, the client user sees an unknown host prompt. For 
example, if you are using the Reflection for Secure IT 
Windows client, you’ll see the following: 

 

Host Key Authenticity dialog box 

 

From the UNIX client, the equivalent prompt looks like 
this: 
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To be sure that they are connecting to the correct 
server, client users should contact the server 
administrator. As the server administrator, you can 
confirm that users are connecting to your server by 
comparing the fingerprint shown in the client message 
with the actual fingerprint of your host key. The host 
key fingerprint is shown in two formats on the Identity 
tab of the server console: 

Using the Identity tab to confirm the server identity 

Do more... 
Now that you’ve made a client connection using the 
default server settings, you are ready to explore more 
options. Here are some ideas to get you started. 

• Get quick access to context-sensitive help 

To get help as you work with the server console, 
click the help button: 

This takes you directly to a help page with detailed 
information about the current server pane. To 
browse the rest of the user guide, click  
show contents / index / search. 

• Use public keys to authenticate users 

With public key user authentication, the Secure 
Shell server uses a unique digital signature to 
authenticate the client user. To configure this, you 
create a key pair on your client workstation, upload 
the public key to the server, and then edit your 
authorization file. (The Reflection for Secure IT 
Windows Client has an upload utility that automates 
this process.) 

Public key authentication improves security because 
no authentication secret is ever sent over the 
network. (With password authentication, the 
encrypted password must be sent over the network 
each time the user authenticates.) To configure 
public key authentication, you’ll work with the 
Public Key pane: 

For details, look for “public key authentication” in 
the index of the application help. The topics you’ll 
find include step-by-step procedures for configuring 
the Reflection for Secure IT server and Reflection 
for Secure IT clients. 

• Use OpenSSH format public keys 

The Reflection for Secure IT server can use public 
keys created by OpenSSH clients. Copy the public 
key to the user key directory and edit the 
authorization file. You don’t need to modify the key 
format or make any changes to the client. 

• Use Windows credentials to authenticate users 

If your server host computer and your client users 
are members of the same Windows domain, you 
can authenticate client users using Windows domain 
credentials. With this setup, users won’t need to 
enter an additional password to connect to the 
server. To configure this, you’ll work with the 
GSSAPI/Kerberos V5 pane. GSSAPI 
authentication is disabled by default. For details on 
enabling it and configuring authentication using 
Windows credentials, see “GSSAPI” in the index of 
the application help. 
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• Use subconfiguration settings 

You can configure and apply specific settings — 
such as permissions, authentication, and SFTP 
directory accessibility settings — to client hosts, 
users, and groups. Client host subconfigurations 
apply settings to all users connecting from a 
specified client computer. User subconfigurations 
apply settings to individual users. And group 
subconfigurations apply settings to all members of a 
specified group.  

To see your configuration options, click one of the 
options under Subconfiguration, click Add, and 
enter a value into the field. You can now peruse the 
configuration options listed in the left pane. For 
detailed information, see “Working with 
Subconfigurations” in the table of contents of the 
application help. 

• Configure server authentication using 
certificates 

Certificate authentication solves some of the 
problems presented by public key authentication. 
With public key host authentication, the system 
administrator must either add the host public key 
for every server to each client’s list of known hosts, 
or count on client users to confirm the host identity 
correctly when they connect to an unknown host. 
Certificate authentication avoids this problem by 
using a trusted third party, called the certificate 
authority (CA), to verify the validity of information 
coming from the host. For details, look for 
“certificate authentication” in the index of the 
application help. 

• Centralized Public Key Infrastructure (PKI) 
support 

Reflection PKI Services Manager uses PKI to 
validate the authenticity of certificates presented by 
communicating parties. Using PKI Manager you can 
centrally administer PKI functions, such as 
specifying trust anchor certificates, certificate stores, 
certificate revocation checking, certificate-to-user-
ID mapping, and audit logging for multiple servers. 

PKI Manager is included as a component of 
Reflection for Secure IT, at no additional cost. It is 
a separate download and installation. For detailed 
information about installing and configuring PKI 
support, see the Reflection PKI Services Manager 
user guide on the documentation page at 
http://support.attachmate.com/manuals/pki.html. 

Customizing directory access for file 
transfers 
If you are using Secure Shell for secure file transfer, 
you’ll want to review your server directories and 
determine which ones client users need to access. To 
configure appropriate user access, you can: 

• Specify the user login directory. 

The default login directory is the Windows user 
profile directory. 

• Create virtual directory names. 

Use virtual directories to customize the directory 
names visible to users. 

• Configure which directories are accessible to users. 

By default, users have access to files in their 
Windows profile directory. You can change this 
default, add access to additional directories, or do 
both. 

Use the example that follows to see how you can 
customize your SFTP directories. 

Configuring SFTP directory access 
With this procedure, you’ll configure access to a shared 
directory for file transfers. Once you are done, each user 
will have access to his or her home folder, plus an 
additional, shared directory. 

1. Start the server console (from the Windows Start 
menu, go to Attachmate Reflection > Reflection 
SSH Server Configuration). 

2. Click the Configuration tab, and then click SFTP 
Directories. 

3. Click Add. 

The Accessible Directory Settings dialog box 
opens. 

Adding a new user-accessible directory 
 

http://support.attachmate.com/manuals/pki.html�
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4. For Virtual directory, enter the directory name that 
you want your users to see; for Physical directory, 
enter the actual directory path, and then click OK to 
add this directory to the accessible directories list. 

Note: The server supports special pattern strings, 
which you can include in the physical directory 
name. For example, %D designates the user’s 
Windows profile directory. 

 

SFTP access has been added for one additional directory 

5. Click File > Save Settings to update the server. 

6. To test your change, try connecting to the server 
using SFTP. You can use the Reflection FTP Client, 
or use the sftp command from a UNIX client or a 
Windows DOS box. In the example shown above, 
you'll have access to your user-specific Windows 
profile directory, and to the shared xyz directory.  

Do more... 
Secure file transfer is a central concern in security-
conscious organizations. As you configure your server, 
consider the following ideas: 

• Deny other avenues of access to server 
directories 

The restrictions you configure for SFTP 
connections do not affect terminal sessions or SCP1 
connections. (SCP1 is used by OpenSSH. This 
protocol does not use the SFTP subsystem; it 
executes an rcp command through the secure 
channel.) To deny these avenues of access, go to the 
Permissions pane and clear Allow terminal shell 
and Allow SCP1. 

• Configure a chrooted environment 

A chrooted environment is equivalent to what you 
can configure on UNIX systems. Users have access 
to only one designated directory and its 
subdirectories. The user login directory is always set 
equal to the virtual root directory, and users cannot 
navigate to any other directories. To configure a 
chrooted environment, use a forward slash (/) to 
specify the virtual directory. For more information, 
find “chroot” in the index of the application help. 

• Control which client computers have access to 
the server 

Use the Client Host Access Control pane to 
control which client hosts are allowed access to the 
server. Client host settings apply to all users of the 
client computer. You can allow access, deny access, 
or use a combination of allow and deny. For more 
information, find “Controlling Access” in the table 
of contents of the application help. 

Auditing and Troubleshooting 
The Reflection for Secure IT server supports two 
methods of logging; you can log to the Windows Event 
Viewer, to a text log file, or to both. 

• Windows Event Viewer 

This method of logging is enabled by default. You 
can change the Windows Event Viewer logging 
settings from the Event Logging pane. 

• Log File 

To log to a text file, you enable and configure the 
server from the Debug Logging pane. 

You can configure the server to use either, both, or 
none of these logging methods. Both methods support 
the same options for configuring which events you want 
logged, and configuration for each method is 
independent of the other. The next procedure shows 
you how you can configure these two logs differently to 
serve two different purposes. 
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Maintaining two kinds of logs 
As an administrator, it is likely that you’ll want to use 
server logs for a variety of purposes. For example, to 
troubleshoot a connection you might need a detailed 
record of all client and server communication. At other 
times you might need to use logs to gather specific 
information required by your auditing procedures. 

The following procedure shows how you can use the 
server’s logging flexibility to configure two different logs 
using different filters. After you’re done, the server will 
maintain a text log file with detailed information that 
you can use for troubleshooting. The Windows Event 
Viewer will store the specific information you need for 
auditing. 

1. Start the server console (from the Windows Start 
menu, go to Attachmate Reflection > Reflection 
SSH Server Configuration). 

2. From the Configuration pane, click Debug 
logging. 

Logging information that you configure from this 
pane is saved to a text file. 

3. Select Enable debug logging to log file. 

4. Set the log level to Protocol details. 

5. Under Log file information, specify your preferred 
Log file directory location. (Log file names are 
generated automatically.) 

Setting up a text log file 

6. Click Event logging. 

Logging information that you configure from this 
pane is saved to the Windows Event Viewer. 

7. Select Custom for the log level, and then click 
Custom events. This opens the Custom Log 
Events dialog box. 

Configuring custom event logging 

8. Select the events required for your auditing 
procedures, and then click OK. 

9. Click File > Save Settings to update the server. 

Now, the server will maintain two logs, each of which 
contains different information. 
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Do more... 
The Reflection for Secure IT server provides quick 
access to the Windows Event Viewer. 

• Review server messages in the Windows Event 
Viewer 

To start the Windows Event Viewer from the server 
console, click the Event Viewer button: 

Open the Windows Logs folder (this step is not 
required on Windows Server 2003), then open the 
Application log and locate events from 
“Attachmate Reflection for Secure IT Server.” 

 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 
 
 

For More Information on Reflection for 
Secure IT Windows Server 
For more information about Reflection for Secure IT 
Windows Server, visit the Product Documentation site at 

For further assistance regarding evaluation software and 
product updates, visit our Technical Support site at 

http://support.attachmate.com/manuals/rsit_win_server.html. 

http://support.attachmate.com/.  
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