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tÜ~í=áë=ppe\
SSH is an application protocol and software suite that allows secure network services 
over an insecure network such as the public Internet. It replaces other, insecure protocols 
and services, including Telnet and FTP. It can be used for remote terminal connections, 
remote file copying, and forwarding X11 sessions (on UNIX) as well as arbitrary TCP 
ports through a secure tunnel.

SSH is based on strong encryption and authentication. The software can be used in any 
country that allows encryption.

kÉï=cÉ~íìêÉë=áå=sÉêëáçå=SKM=~åÇ=SKN
Version 6.0 of the Reflection For Secure IT SSH Server is the first from  
AttachmateWRQ. Previous versions of this product were released by F-Secure Corpo-
ration. The new features in version 6.0 and 6.1 are:

• Support for domain accounts with the RSA SecurID and User Public Key authenti-
cation methods has been added for the Windows Server 2003 and 2000 platforms. 
(Support for domain accounts with the RSA SecurID and User Public Key authen-
tication is not available on NT4.)  Support for domain accounts with password 
authentication is available on all platforms and was available in earlier versions.

• A new Domain Access pane provides settings to support Windows domain authen-
tication using public keys (including certificates) or SecurID

• The server will now log data indicating when the number of maximum password 
attempts has been exceeded for a user. 
The event log will log a message “Maximum password guess count exceeded for 
user ‘%s’.”

• Key codes are no longer required for installation.
1



2 Introduction to Reflection for Secure IT Server
• Time-limited evaluation extended from 30 to 60 days. 
If you are considering purchasing Reflection for Secure IT Server, you can now 
use an evaluation version for up to 60 days.

• A new ssh-certtool.exe tool is available. 
You can use ssh-certtool.exe to create PKCS#12 packages and PKCS#10  
certificate requests, including specification of the Subject Alternative Name 
extensions.

• The ssh-certview.exe tool has been extended to be able to display more certificate 
extensions.

• The ssh-certenroll2.exe tool has been renamed to ssh-cmpclient.exe.

pìééçêíÉÇ=mä~íÑçêãë=
Reflection for Secure IT software is available for both Windows and UNIX platforms. 
This manual covers the Windows version. The UNIX version is documented separately. 
The Secure Shell concept originated on UNIX as a replacement for the insecure 
“Berkeley services,” that is, the rsh, rlogin, and rcp commands. There are two 
versions of the Reflection for Secure IT Server software (the component that allows 
remote users to connect to your computer): one for Microsoft Windows server 
products (NT4 with Service Pack 5, Windows 2000 Server, Windows Server 2003) 
and one for UNIX and Linux platforms. The associated client software (the 
component that remote users run on their computers) is also available in separate 
Microsoft Windows and UNIX versions.

Independent third parties have also ported Secure Shell to other platforms. These 
independent software products should be compatible with Reflection for Secure IT 
products. However, AttachmateWRQ can only provide support for its own software.

táåÇçïë=OMMP=pìééçêí
Windows 2003 support has an operating system restriction, which sets certain access 
restrictions to command shell. For more information about the restriction, see 
“Windows 2003 Support” on page 21.

aáÑÑÉêÉåí=sÉêëáçåë=çÑ=íÜÉ=ppe=mêçíçÅçä=
The current version of the SSH protocol is version 2 (SSH2). Reflection for Secure 
IT Server supports clients using the SSH2 protocol.

You cannot normally connect to an SSH1 server using SSH2 client software, or 
vice versa.
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póëíÉã=pÉÅìêáíó=`çåëáÇÉê~íáçåë
Reflection For Secure IT Server provides strong encryption of data and authenti-
cation of users over an insecure network such as the Internet. However, a system is 
only as secure as its weakest service. To fully secure your system you should examine 
and configure available services, shut down unnecessary services, enforce proper 
account management, maintain configuration of access permissions, supervise system 
usage, and so on.

There are numerous books available on security and system administration, and the 
Internet is a vast source of information. Check for the latest news in the security 
community and be aware of the recent developments.

Also consult the “Security Updates and Reflection” Technical Note  
(http://support.wrq.com/techdocs/1708.html) for up-to-the-minute  
information on security.

cfmp=NQMJO=s~äáÇ~íÉÇ=jçÇìäÉ
Reflection for Secure IT Server is based on a Federal Information Processing 
Standard (FIPS) 140-2 validated cryptographic module. FIPS validations specify the 
security requirements that should be met by a cryptographic module utilized in a 
security system. The FIPS 140-2 validation has been set by the National Institute of 
Standards and Technology (United States) and the Communications Security Estab-
lishment (Canada).

For information on using FIPS 140-2 certified cryptography, see the table in the 
section “Encryption” on page 26.

dpp^mf=pìééçêí
The Generic Security Services Application Programming Interface (GSSAPI) is  
a generic API for performing client-server authentication. With GSSAPI support, 
Reflection for Secure IT Server can utilize NTLM and Kerberos authentication 
protocols. NTLM authentication is for NT domain users, while Kerberos is for 
Windows 2000, XP and Windows 2003 domain users. 

For information on how to configure the GSSAPI authentication, see the section 
“GSSAPI” on page 37.





`e^mqbo 2
fåëí~ääáåÖ=oÉÑäÉÅíáçå=Ñçê=pÉÅìêÉ=fq=pÉêîÉê

This chapter contains instructions on how to install Reflection for Secure IT Server 
on your Microsoft Windows NT4, Windows 2000 Server or Windows Server 2003 
computer. 

Under Windows NT4, Reflection for Secure IT Server requires Service Pack 5 (or later) 
to work.

Note: When upgrading from F-Secure SSH Server software, the existing host key is 
converted to a new format. The old key is backed up, for example as “keyname.backup.1”. 
The configuration file is also updated, for example, as sshd2_config.1. After upgrading 
the server, restart the server service.

Installation is performed by an installation wizard. The wizard prompts you for infor-
mation, copies program files, installs services, and generates public and private keys  
for the server.

You must have administrator rights to install the software.

To install the Reflection for Secure IT Server: 

1. Insert the CD-ROM in your CD-ROM drive. This should start the Autorun utility. 
(If the Autorun does not start, double-click the CD icon in Windows Explorer and 
run Install.exe.)

2. Indicate that you want to install the Reflection for Secure IT Server.

3. Click Next to start the installation.

4. Follow the Wizard to the end. Restart your computer to get the server  
software started.
5



6 Installing Reflection for Secure IT Server
páäÉåí=fåëí~ää
A silent installation is one that proceeds without any interaction. Follow these steps 
to launch a silent installation of the Reflection for Secure IT Server. 

1. In the RSITserv folder on the product CD (or in the downloaded and extracted 
setup package), locate the file setup.exe.

This can be local or across a network.

2. Run setup.exe program with the -s switch. For example:

J:\products\ReflectionServer\setup.exe -s

The prodsett.ini file, in the same folder as setup.exe. contains parameters that 
allow you to customize a silent install. 

^ÑíÉê=fåëí~ää~íáçå
The setup program installs the Reflection for Secure IT Server configuration  
tool under WRQ Reflection on the Start menu. For more information, see 
“Configuring Reflection for Secure IT Server on page 11. Also see  
“Starting and Stopping Reflection for Secure IT Server” on page 9.

råáåëí~ää~íáçå
Before uninstalling, be sure to stop Reflection for Secure IT Server as described in 
the next chapter.

To uninstall, open the Control Panel and double-click Add/Remove Programs. 
Select “WRQ Reflection for Secure IT Server” from the list of programs and  
specify removal.

Note: Uninstallation does not remove the host key or any configuration files; they 
must be removed manually.
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páäÉåí=råáåëí~ää
For a silent uninstall of the Reflection for Secure IT Server, run the InstallShield 
isuninst.exe command with the -f, -c, and -a switches.  For example:

C:\Windows\isuninst.exe -f”C:\Program Files\F-Secure\ssh 

server\RsitUninst.isu” -c”C:\Program Files\F-Secure\ssh 

server\RsitUninst.dll” -a

The switches available for uninstall are as follows: 

Switch Meaning

-y Suppresses the message box that asks the user to confirm 
that uninstallation should proceed. The feedback dialog 
box is still displayed, as is the shared file dialog box (which 
is displayed when the reference count of a shared DLL is 
decremented to zero).

-x Deletes all files,  including those core components that 
normally do not get removed. (All user interface elements 
are displayed.)

-f “<log file name>” Specifies the location and name of the uninstallation log 
file.

-c”<DLL filename>” Specifies the location and name of the external DLL to  
be used at the time of uninstall.

-a Specifies a silent uninstall. In this mode unInstallShield 
does not display any messages to the end user indicating 
that uninstall is taking place. If unInstallShield encounters a 
shared file, it automatically reduces the reference count 
to zero and does not remove the file (instead of prompting 
the user). Thus, running unInstallShield with -a is equiv-
alent to an uninstallation with the user selecting the “No 
to all” option when first prompted to remove a shared file.

-d “<filename>” Identifies a single file to be deleted.  The display of user 
interface elements is the same as when the -a switch is 
used.

-m”<filename”>” Creates an uninstallation .mif file. If you do not specify a 
filename, the default filename (Uninst.mif) is used. You 
cannot specify a path—the file must be in the Windows 
system folder. 
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pí~êíáåÖ
By default, Reflection for Secure IT Server is configured to run automatically after you 
install and then reboot. If you stop the server, or if it is not running, start 
 the server from the Windows Start menu at

Programs -> WRQ Reflection >  SSH Server Configuration

On the first page in the Configuration Tool, click Start Service.

Alternate ways of starting the server are:

• Open the Control Panel. Select Administrative Tools. Then double-click Services. 
Select “WRQ Reflection for Secure IT Server” from the list and click Start. 

• Open the Windows Command Prompt and type: 
net start "WRQ Reflection for Secure IT Server"

píçééáåÖ=
To stop the server from the Windows Start menu, choose

Programs -> WRQ Reflection >  SSH Server Configuration

On the first page in the Configuration Tool, click Stop Service.

Alternate ways of stopping the server are:

• Open the Control Panel. Double-click Services. Select “WRQ Reflection for Secure 
IT Server” and click Stop. 

• Open the Windows Command Prompt and type: 
net stop "WRQ Reflection for Secure IT Server"
9
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lîÉêîáÉï
This chapter describes some of the basic configuration options for controlling the 
Reflection for Secure IT Server. These include the basic files that the Server uses, as 
well as the generation of the host keys.

The server uses three files to store configuration information: 

• sshd2_config (the configuration file)

• hostkey (host private key)

• hostkey.pub (host public key)

In addition, the file server-random-seed, which contains the seed for cryptographic 
operations, is created by the server.

The configuration of the Secure Shell server can be modified either through the 
Configuration program or by editing the configuration file with a text editor.

qÜÉ=`çåÑáÖìê~íáçå=cáäÉ=
Configuration data is stored in the sshd2_config file.  The format of sshd2_config in 
Windows is similar to the format used in the UNIX version of the Reflection for 
Secure IT Server. The file can be changed either through the Configuration program 
or by direct editing. The file contains keyword-value pairs, one per line. Lines starting 
with the hash (#) sign as well as empty lines are ignored.

The configuration file is read when the server is started and each time a new connection to 
the server is made. If the configuration file is faulty or cannot be found, the server does 
not start.

The location of the configuration file can be specified with the file configfilelocation 
(in the Reflection for Secure IT Server installation directory).

For detailed information about the options available in the configuration file, see 
“Configuration File Reference” on page 54.
11
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`çãã~åÇ=mêçãéí=léíáçåë=
In addition to the configuration file, command prompt options can be used to configure 
Reflection for Secure IT Server. Command prompt options override values specified 
in the configuration file. For a list of options you can use at the command prompt, 
open a command prompt window, go to the directory containing fsshd2.exe 
(typically C:\Program Files\F-Secure\ssh server), and type

fsshd2.exe

léÉê~íáçå=
When the Reflection for Secure IT Server software is started, it begins to listen on 
a port for a socket. The default port is 22, now a well-known port for Secure Shell. This 
can be changed to suit any custom environment. However, make sure that no other 
process is already using the port.

When the server is listening for a socket, it waits until a client initiates a socket 
connection. Once connected, the server creates a child process, which in turn initiates 
key exchange with the client. The child process handles the actual connection with 
the client, including authentication, supported cipher negotiation, encrypted data 
transfer, and termination of the connection. After the connection terminates, the 
child process terminates as well. The parent process remains listening for other 
connections until explicitly stopped.
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oÉãçíÉ=^Çãáåáëíê~íáçå
The Secure Shell server can be started and stopped and the configuration can be 
edited by an administrator remotely connected through SSH2.

rëÉÑìä=íççäë=Ñçê=êÉãçíÉ=~Çãáåáëíê~íáçå
The following commands/tools may come in handy:

• common file management commands: dir, del, copy, move, type, makedir

• cacls - displays or modifies access control lists (ACLs) of files

• net start / net stop - starts/stops a service

• net use g: \\server\share /USER:DOMAIN\hessu - maps a drive to a share

• net user add - adds new user account to the account database

On a Windows 2000 server computer, it is best to have installed Windows 2000 with 
the support tools (an installation option in Windows 2000). The following additional 
commands provided by the support tools are useful:

• whoami - shows who you are 

• tlist - shows the list of processes (tlist -t gives more detail and shows the 
parent- child hierachy of the processes) 

• kill - kills a process

When you are running commands on Reflection for Secure IT Server remotely, some 
Windows commands are built into the cmd.exe. For example, the following 
command does not work and produces an error message: 

SSH2 ntdmachine “type test.txt” 
Authentication successful. 
Failed to launch child process!

The following command, however, will work properly: 

SSH2 ntdmachine “cmd /C type banner.txt”
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^ìíÜÉåíáÅ~íáçå=
There are several methods for authenticating users in Reflection for Secure IT Server: 
password (local and RADIUS), user public key, SecurID, GSSAPI and Keyboard 
Interactive. 

The user public key method can be added to the password authentication to improve 
security. 

Reflection for Secure IT Server does not require its own user management; user 
accounts are created through the standard Windows User Manager.

m~ëëïçêÇ
There are two password authentication methods: Windows local password or RADIUS. 
Password authentication can also be offered through the Keyboard Interactive 
authentication method. For information on the Password authentication pane, see 
“Password” on page 31. For information about the RADIUS pane, see “RADIUS” 
on page 33.

Since all communication is encrypted, clear text passwords are not available to 
eavesdroppers.

hÉóÄç~êÇ=fåíÉê~ÅíáîÉ
Password authentication and SecurID are authentication methods that can be used 
over Keyboard Interactive. Using Keyboard Interactive does not in itself add any 
extra security. 

The advantage of Keyboard Interactive authentication is that new authentication 
methods can be added without upgrading the client software, since the client does not 
have to be aware of the specifics of the authentication method. 

op^=pÉÅìêfa
Using RSA SecurID requires that the server has either RSA ACE/Server or RSA 
ACE/Agent installed. The users must have SecurID hardware tokens to log in. The 
token will display a numeric code that needs to be entered on the client’s login dialog.

To use the RSA SecurID, set the authentication method to Allow. For information on 
the SecurID pane, see “RSA SecurID” on page 36.
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dpp^mf
GSSAPI (Generic Security Service Application Programming Interface) is a generic 
interface for security services. Reflection for Secure IT Server can use NTLM (NT 
LAN Manager) and Kerberos authentication protocols through GSSAPI.

To use the GSSAPI authentication, set the authentication method to Allow.  
For information on the GSSAPI pane, see “GSSAPI” on page 37.

rëÉê=mìÄäáÅ=hÉó=^ìíÜÉåíáÅ~íáçå=
User public key authentication is based on the use of digital signatures.

To use user public key authentication, generate the public/private key pair and upload 
the public key to the server. You must also modify the authorization file. You can use 
the Reflection for Secure IT Client for Windows or the Reflection Key Agent to 
perform these steps. The .ssh2 folder and the authorization file are created if they 
do not already exist. The authorization file will then be modified with the name of 
the public key being uploaded, key mykey.pub. 

The location of public keys and the authorization file on the server is specified by the 
UserConfigDirectory parameter in the configuration file.

It is best to use a directory called .ssh2 under the user's home directory to store the 
public key. The directory is the same as in UNIX and works with default settings of 
the Reflection for Secure IT Client. The user's home directory has the appropriate 
access permissions (set by the operating system during the account creation).
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To configure user public key authentication on the Reflection for Secure IT Server, 
follow these steps in the Configuration Tool:

1. On the SFTP Server pane, verify that the User home directory option is pointing 
to the folder for your Windows operating system.  
 
This allows Key Transfer utilities to upload the public key to the right place. 
 
The %U pattern indicates the user’s login name. See page 49 for information on 
the various pattern strings you can use in identifying the User home directory.

2. Go to the Public Key pane and verify that the value for the Public key authenti-
cation option is set to Allow. (This is the default value.)

3. Create an SSH connection with password authentication to the SSH server to see 
whether the account settings are working or not.

4. Upload the public key to the server.

5. Log on with the public key authentication.

Note: If you are logging in as a member of a domain, log on using your domain 
name followed by a backslash, and then your user name. For example:

sampledomain\joe

If something does not work, examine system logs to find out problems. Reflection for 
Secure IT Server writes entries into the Application log.
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`ÉêíáÑáÅ~íÉ=^ìíÜÉåíáÅ~íáçå
In brief, certificate authentication works in the following way:

1. The client sends the user certificate (which includes the user’s public key) to the 
server.

2. The server uses the CA certificate to check that the user’s certificate is valid.

3. The server uses the user certificate to check from its mapping file(s) whether 
login is allowed or not.

4. Finally, if connection is allowed, the server makes sure that the user has a valid 
private key by using a challenge.

Compared to traditional user public key authentication, this method is more secure 
because the system checks that the user certificate was issued by a trusted CA. In 
addition, certificate authentication is more convenient, because no local database of 
user public keys is required on the server.

It is also easy to deny a user’s access to the system by revoking his certificate. The 
status of a certificate can be checked either by using the Online Certificate Status 
Protocol (OCSP) or Certificate Revocation Lists (CRLs), which can be published 
either to a Lightweight Directory Access Protocol (LDAP) or HTTP repository.

OCSP is used if the certificate contains a valid authority info access extension. 
Correspondingly, CRLs are used if the certificate contains a valid CRL distribution 
point extension. If LDAP is used as the CRL publishing method, the LDAP repos-
itory location can be also defined in the sshd2 config file.
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Server-Side Configuration
To configure the server, perform the following tasks:

1. Acquire the CA certificate and copy it to the server machine. You can either copy 
the X.509 certificate(s) as such or you can copy a PKCS #7 package including the 
CA certificate(s). Certificates can be extracted from a PKCS #7 package by 
specifying the -7 flag with ssh-keygen2. 

Certificate authentication is a part of the public key authentication method.

2. Use the Configuration utility to set up certificate user authentication. For more 
information, see “Certificates” on page 35. 

3. Create the map file. It specifies which certificates authorize logging into which 
accounts.

The format of the file is the following:

<account-id> <keyword> <argument> 

The keyword can be either Email, Subject, SerialAndIssuer, EmailRegex, 
or SubjectRegex. The arguments depend on the keyword:

• Email: The argument is the email address which must be present in the 
certificate. 

• Subject: The argument is the required subject name in LDAP DN (distin-
guished name) string format. 

• SerialAndIssuer: The argument is the required serial number and issuer 
name in LDAP DN string format, separated by spaces or tabs.

• EmailRegex: The argument is the regular expression which must match an 
email address in the certificate. If account-id contains the string %subst%, it 
is substituted with the first parenthesized part of the regular expression. The 
patterns are matched using SSH REGEX SYNTAX EGREP.

• SubjectRegex: The argument is the regular expression which must match a 
subject name in the certificate. If account-id contains the string %subst%, it 
is substituted with the first parenthesized part of the regular expression. The 
patterns are matched using SSH REGEX SYNTAX EGREP.
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Examples
The following are examples of different map file definitions:

testuser email testuser@xyz.com

testuser subject C=FI,O=XYZ,CN=Secure Shell Tester

testuser serialandissuer 1234 C=FI,O=XYZ,CN=Secure Shell Tester

%subst% subjectregex C=FI, O=XYZ, CN=([a-z]+)

%subst% emailregex ([a-z]+)@xyz\.com

The last line permits logging with any email address with only letters in the user 
name. See man sshregex for more information on the regular expression syntax. 

Client-Side Configuration
Configure the client side according to the certificate storage method used; a software 
or a PKCS #11 token (for example, a smart card) or certificates stored in Windows 
system storage if you are using Windows client.

For more information on client-side configuration, see the documentation for the 
Reflection for Secure IT Client.

qìååÉäáåÖ=~åÇ=cçêï~êÇáåÖ=q`mLfm=`çååÉÅíáçåë
Reflection for Secure IT Server supports outgoing and incoming tunnels, but does 
not support X11 forwarding or agent forwarding. Tunneling can be denied for all or 
for specified users.
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aÉåóáåÖ=`çååÉÅíáçå
Connection can be controlled for specified hosts (names or IP addresses) or specified 
users with the AllowHosts, DenyHosts, AllowUsers, DenyUsers, AllowGroups, and 
DenyGroups parameters of the configuration file.

See “Using the Reflection for Secure IT Server Configuration Tool” on page 22 for 
more information.

pcqm=EpÉÅìêÉ=cáäÉ=qê~åëÑÉê=mêçíçÅçäF
SFTP is a file transfer protocol that runs over SSH to transfer files securely.  
The SFTP server is implemented in the Reflection for Secure IT Server as a 
subsystem.

There is also an sftp2 command-line utility.

A Windows SFTP client is provided with the Reflection for Secure IT Client; you can 
also access SFTP from UNIX clients. Client users see a virtual directory structure 
defined by the administrator (on the SFTP server configuration page). There are 
two sets of virtual directories the administrator can define—one for normal users and 
one for power users. We recommend that you deny normal users access to the 
Windows system directory and the Reflection for Secure IT Server directory.

Remember that restricting users to a set of directories is not a feature provided by 
the operating system (as it is on UNIX). Therefore, the virtual directory setting only 
applies to SFTP access; terminal session users are restricted only by the file system. 
It is very important that you use NTFS, not FAT, as the file system, and remember to 
always set security rights correctly for the whole file hierarchy, even when using 
restricted SFTP.
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In most Windows 2003 configurations, access to command shell is restricted to adminis-
trators, members of TelnetClients group, and fully authenticated users (that is, users 
that are logged on with a local password). This is an Operating System restriction, 
not an SSH server restriction. It is your responsibility as an administrator to define a 
security policy on accessing the command prompt through SSH. Some security policy 
possibilities are:

• Keep default settings:  
SSH server does not do any additional processing, meaning that only members of 
the TelnetClients group, administrators, and users who offered a password can 
use command shell.

• Allow only members of the TelnetClients group to access the server through SSH 
(use AllowGroups TelnetClients).

• Add “temporary membership” in the TelnetClients group to all SSH users who do 
not authenticate by password (use AddGroupsToToken TelnetClients).

• Allow only administrators to access the command shell (PermitUserTerminal 
admin).

• Create a group SSHUsers to control access to SSH, but allow SSHUsers a 
“temporary membership” to the TelnetClients group (AllowUsers SSHUsers, 
AddGroupsToToken TelnetClients).

• Remove all restriction by manually granting access to cmd.exe to Users (or 
Everyone, or SSHUsers).
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To start the Server Configuration Tool, go to Start > Programs > WRQ Reflection > 
SSH Server Config.

pÉêîáÅÉ=pí~íìë
Click Server Settings at the top of the Reflection for Secure IT Server Configuration 
contents to view the Service Status pane. In the Service Status pane you can start or 
stop the Reflection for Secure IT Server service and see whether it is started or 
stopped.

If the service is stopped, no new connections are allowed, but existing connections 
remain until users log out. After you restart the service, the number of connections  
is 0. The service will not know about previously existing connections. 
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Click General in the Reflection for Secure IT Server Configuration contents to view 
the General pane. Use the General pane to set general functions of the server, as 
follows:

Option Description

Max number of 
connections

The number of simultaneous connections you allow 
on your server. If you set the number to 0 (zero), 
you allow unlimited users to login at the same time.
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Event log filter Select what kind of events you want to log into 
Microsoft Event Viewer. It is recommended that 
you log Errors and Warnings for security reasons. 
Errors are fatal program errors, Warnings are 
authentication failures, and Information is all 
successful connections, logins, and logouts.

To access the log, go to the Server Settings main 
page and click View Event Log to open the Event 
Viewer. In Event Viewer, click Application Log to 
view the Reflection for Secure IT Server log entries, 
along with other application log entries.

Idle timeout (seconds) Enter the time that a user can remain idle before 
being disconnected by the server. If this value is 0 
(zero) users are not automatically disconnected no 
matter how long they remain idle.

Banner message file Select a plain text file to use for a welcome message 
in Reflection for Secure IT Server. You can browse 
for the file by clicking on the … button to the right 
of the field.

Terminal provider Select a terminal program to use for the terminal 
connection. The default terminal on a Windows 
machine is cmd.exe.

Terminal default 
directory

If specified, selects a directory where user's 
terminal provider will be launched. The default  
is the user's home directory.

Option Description
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Click Network in the Reflection for Secure IT Server Configuration contents to view 
the Network pane. In the Network pane you can define general network settings for  
Reflection for Secure IT Server, as follows:

Option Description

Port Enter the port number that Reflection for Secure IT 
Server listens to for incoming connections. The default 
port number is 22.

Listen address Specifies the IP address of the network interface card  
to which Reflection for Secure IT Server is bound.

Require reverse DNS 
mapping

Use this option to determine whether host name DNS 
lookup must succeed when checking if connections from 
a host are allowed using the Allow login from hosts and 
Deny login from hosts options.

The options are:

Yes: Reverse DNS mapping is required.

No: Reverse DNS mapping is not required.

No, but try: Reverse DNS mapping is not required, but 
the system attempts to use it. (This is the default 
value.)

If reverse DNS mapping is used and name lookup fails, 
the connection is denied. When this option is not used 
and name lookup fails, the remote host’s IP address is 
used to check whether it is allowed to connect.

This is probably not what you want if you have specified 
only host names (not IP addresses) with the above 
mentioned two Host Restrictions settings.
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TCP no delay If set, disables the Nagle algorithm for send coalescing.

TCP keep alive Specifies whether the system should send keepalive 
messages to the other side. If they are sent, death of the 
connection or crash of one of the machines will be 
properly noticed. However, this means that connections 
will die if the route is down temporarily, and some 
people may find this annoying. On the other hand, if 
keepalives are not sent, sessions may hang indefinitely 
on the server, leaving “ghost” users and consuming 
server resources.

The default value is yes (to send keepalives). The server 
will notice if the network goes down or the client host 
reboots. This avoids infinitely hanging sessions.

To disable keepalives, the value should be set to no in 
both the server and the client configuration files.

Option Description
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Click Encryption in the Reflection for Secure IT Server Configuration contents to 
view the Encryption pane. In the Encryption pane you can specify which ciphers and 
MACs to use to encrypt the connection, as follows:

Option Description

Ciphers Specifies the ciphers to use for encrypting the session. 
Special values for this option are any, AnyStdCipher (to allow 
only standard ciphers), and AnyCipher (to allow either any 
available cipher or exclude nonencrypting cipher mode none 
but allow all others). AnyStdCipher includes only those ciphers 
mentioned in the IETF-SecSH-draft (excluding none).

MACs Specifies the MAC (Message Authentication Code) 
algorithm to use for data integrity verification. Special 
values to this option are AnyStdMac (to allow only standard 
MACs), and AnyMac (to allow any available MAC). AnyStdMac 
includes only those MACs mentioned in the IETF-SecSH- 
draft (excluding none).

Rekey interval 
(seconds)

Specifies the number of seconds after which the key 
exchange is done again. The default value, 0, turns rekey 
requests off. This does not prevent the client from 
requesting rekeys. Some clients do not support this 
function.

Random seed file Click the button to the right of the text field to change the 
file to be used as random seed. You can also type the path 
and file name directly in the text field.

The default random seed file is server_random_seed, 
located in the installation directory.
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Use only FIPS 140 
certified cryptog-
raphy algorithms.

Select this option to enable FIPS 140-2 certified cryptog-
raphy. This option is disabled by default. With the FIPS 140-
2 mode selected, the following limitations exist:

• Only des, 3des and aes-nnn (128, 192, 256) ciphers are 
available,

• The only hash algorithm is sha1,

• Older clients perform some operations with md5 hash 
only, and are not able to connect to the server at all,

In most certificate-based authentication scenarios with 
hardware tokens or older clients, md5 is also required.

Warning: FIPS 186 defines DSA keys with lengths from 512 
to 1024 bits. Using keys longer than 1024 bits is possible, and 
Reflection for Secure IT Server does not restrict key 
lengths in any way. Any server environment that allows 
their use cannot be considered  fully FIPS 140-2 level 2 
compliant.

Option Description
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Click Identity in the Reflection for Secure IT Server Configuration contents to view 
the Identity pane. In the Identity pane, you can configure the host keys and host 
certificates that identify the server to the clients.

Host Key
With the Host Key options you can specify the private and public host key files.

Option Description

Private key Click the button to the right of the text field to change the 
private host key file. You can also type the path and file name 
directly in the text field.

The default file is hostkey, located in the installation directory. 
It is highly recommended that you make the installation 
directory inaccessible to everyone but the administrator.

Public key Click the button to the right of the text field to change the 
public host key file. You can also type the path and file name 
directly in the text field. The default file is hostkey.pub, 
located in the installation directory.

Generate Click Generate to generate a new host key pair. This launches 
the ssh-keygen2.exe command line utility, and generates a 
1024-bit DSA key pair.

Fingerprint Click Fingerprint to open the Fingerprint dialog and create 
printable hashes of the public part of your server's host key. 
Fingerprints are usually displayed to clients who connect to 
your host for the first time, or after you regenerate a host key.

Note: While most clients calculate a fingerprint of a server key 
with SHA1, some older clients may still use MD5. SHA1 finger-
prints are in SSH BABBLE format, and MD5 in raw hexadecimal 
format. The Reflection for Secure IT Client uses SHA1 format.
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Host Certificate

Option Description

Private key Click the button to the right of the text field to select the 
host certificate private key file. You can also type the path 
and file name directly in the text field. Click Import to 
import a private key stored in the Personal Information 
Exchange (PFX) format.

Certificate Click the button to the right of the text field to select the 
host certificate file. You can also type the path and file name 
directly in the text field.

Click View to display the current certificate.

Server Version 
String

Use the Server Version String field to specify the character 
string to be used as the version string output by the server.

By altering the version string you can mask the identity of 
the server. This gives added protection against attackers who 
may try to use the server’s version information to their 
advantage. On the other hand, hiding the version string may 
damage the functionality of some clients, as they may use the 
server version information to determine compatibility.
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Click Tunneling in the Reflection for Secure IT Server Configuration contents to 
view the Tunneling pane. In the Tunneling pane you can specify TCP tunneling 
restrictions, as follows:

Option Description

Allow TCP tunneling Select this option to allow users to create TCP 
tunnels through Reflection for Secure IT Server.

Allow TCP tunneling 
for users

Enter the user names of users who are allowed to use 
TCP tunnels through Reflection for Secure IT Server. 
Separate the names with commas. The list is 
exclusive—if you enter any user names here, no other 
user is allowed to use TCP tunnels.

Deny TCP tunneling for 
users

Enter the user names of users who are not allowed to 
use TCP tunnels through Reflection for Secure IT 
Server. Separate the user names with commas.
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Click User Authentication in the Reflection for Secure IT Server Configuration 
contents to view the User Authentication pane. In the User Authentication pane, you 
can specify how users are authenticated. This pane contains generic authentication 
parameters. Method-specific parameters are specified in their own sub-pages.

m~ëëïçêÇ
Click Password in the Reflection for Secure IT Server Configuration contents to 
view the Password pane. In the Password pane you can specify settings for password 
authentication, which can be used either in the traditional manner or with the new 
Keyboard Interactive method.

Note: Domain user accounts can be accessed only through either traditional password 
authentication, or GSSAPI.

Option Description

Login grace time 
(seconds)

Specifies how many seconds the server waits for the user to 
successfully log in before it terminates the connection. The 
authentication procedure must be wholly completed within 
this time. If 0 (zero) is specified, there is no time limit. The 
default is 600.

Number of tries Specifies the maximum number of allowed authentication 
attempts before access is denied. The default is 3. If this 
number of attempts is exceeded, a message is written to the 
event log: “Maximum password guess count exceeded for 
user ‘%s’.”

Delay between tries Specifies how many seconds must pass between attempts. 
The default is 2 (seconds).
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The following settings can be used to define the parameters for the traditional 
password authentication method:

Option Description

Password authentication Specifies whether authentication with 
passwords is allowed, required or denied.  
The default value is Allow.

Note: If you set both public-key authentication 
and password authentication as required, the 
users are required to complete both authenti-
cation processes before they are considered 
authenticated.

Permit empty passwords Specifies whether the server allows logins to 
an account with an empty password string 
(when password authentication is allowed). 
By default, empty passwords are not allowed.

Allow password change If the user's password has expired, perform a 
password change procedure over the SSH2 
protocol. 

Note: Not all SSH client versions support this 
feature.

Allow password authenti-
cation over Keyboard 
Interactive

Select this check box to use Keyboard Inter-
active for performing password 
authentication.
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RADIUS
Click RADIUS in the Reflection for Secure IT Server Configuration contents to view 
the RADIUS pane. In the RADIUS pane, you can specify the connection settings to  
the RADIUS server. 
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Click Public Key in the Reflection for Secure IT Server Configuration contents to 
view the Public Key pane. In the Public Key pane, you can define an authentication 
method that uses the public key method with certificates for authentication.

Public-Key and Certificate Authentication
The following parameters can be set for public key authentication:

Public-key authentication
Specify in the drop-down menu if public-key authentication is allowed, required or 
denied. The default value is Allow.

Note: If you set both public-key authentication and password authentication as 
required, users are required to complete both authentication processes before they 
are considered authenticated.

Option Description

RADIUS server To configure the connection to a RADIUS 
server, you must specify the radius server 
address in this field.

RADIUS secret To configure the connection to a RADIUS 
server, you must specify your host's password 
for RADIUS in this field.

Password authentication 
order

Specify the password authentication checking 
order in this drop-down selection field. You 
can choose from one of the following orders: 
local, local radius, radius, radius local. 
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User key directory
Specify the directory where the server looks for user keys.

The following pattern strings can be used:

 %D user profile directory

 %U user login name

The default user key directory is the .ssh2 directory located in the user’s profile 
directory (%D/.ssh2).

Authorization file
Specify the name of the user’s authorization file. The default is authorization.

The authorization file specifies the user keys that the user is authorized to log in 
with. The authorization file is a text file where the keyword Key is followed by a 
public key file name:

Key mykey1.pub

Key mykey2.pub

Note: When using certificate authentication, the user key directory and authori-
zation settings are not used.
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Certificates
Click Certificates in the Reflection for Secure IT Server Configuration contents to 
view the Certificates pane. In the Certificates pane, you can configure the Certification 
Authority (CA) and specify users who can log in using a certificate.

Option Description

Trusted CA certificate Click to the right of the text field to change the trusted 
CA certificate. You can also type the path and file name 
directly in the text field.

Click Import to import a CA certificate stored in PKCS 
#7 format. 

Click View to display the current CA certificate.

Certificate user 
authorization

The certificate user mapping file is used to map a 
certificate to a user account based on the data in the 
certificate.

Click to the right of the text field to change the certif-
icate user mapping file. You can also type the path and 
file name directly in the text field.

The default certificate user mapping file is cert-user-
mapping.txt and is located in the installation directory.

By default, the Certificate user authorization field is 
blank. If you click Edit you are prompted to create a 
mapping file with the default name.

The default file consists of comment lines starting with 
the number sign (#) explaining the syntax of the 
mapping file.

CRL (Certificate 
Revocation List) check

With the Certificate Revokation List options you can 
specify how CRL operations are performed.

SOCKS gateway Specify the SOCKS gateway to be used.

LDAP server Specify the LDAP server to be used.

Disable CRL check Select this option to stop using the Certificate 
Revocation List. This option is not recommended.
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Click RSA SecurID in the Reflection for Secure IT Server Configuration contents  
to view the RSA SecurID pane. In the RSA SecurID pane you can configure the 
SecurID configuration. Using RSA SecurID requires that the server has either RSA 
ACE/Server or RSA ACE/Agent installed. Users must have SecurID hardware tokens 
to log in. The token displays a numeric code that needs to be entered iNTLMn the 
client’s login dialog.

SecurID can be run either under special “SecurID” authentication method, or under 
Keyboard Interactive.

The options in the RSA SecurID pane are:

Option Description

SecurID authentication Specifies whether SecurID authentication 
is allowed, required or denied. The default 
is Deny.

Check if SecurID agent is 
present

Click this button to check if RSA SecurID 
Agent has been properly installed on the 
computer. The check searches for the 
SecurID dynamic-link library (DLL) file 
aceclnt.dll. A popup message appears, 
informing you whether RSA SecurID 
Agent was found or not.

Allow SecurID authentication 
over keyboard interactive

Select this option to enable SecurID 
authentication through keyboard inter-
active authentication.
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Click GSSAPI in the Reflection for Secure IT Server Configuration contents to view 
the GSSAPI pane. GSSAPI is an authentication method for same-domain users. The 
supported GSSAPI submethods are NTLM and Kerberos. NTLM is for NT domain 
users, and Kerberos for Windows 2000, XP and Windows 2003 domain users. The 
options in the GSSAPI pane are: 

The following requirements are needed for GSSAPI to work properly on Windows 
Server 2003:

• Domain users must have Read & Execute permissions for 
C:\WIndows\System32\cmd.exe. This can be accomplished in a number of ways 
depending on your security policies. One method is to add the group Domain 
Users to the TelnetClients group, which has these permissions by default.

• If domain users need access to network drives, they must have Read & Execute 
permissions for C:\Windows\System32\net.exe. This can be also be accomplished 
in a number of ways depending on your security policies. One method is to modify 
the properties of this file. Use the Security tab to add the Domain Users group. 
By default this group is added with the necessary Read & Execute permissions.

Option Description

GSSAPI Authentication Specifies whether the GSSAPI authentication 
method is allowed, required, or denied. 

Enable NTLM Enables NTLM authentication for Windows NT 
domain users. 

Enable Kerberos Enables Kerberos authentication for Windows 2000, 
XP, and 2003 domain users.

Enable Token Delegation 
for Kerberos

Enables a token delegation for Kerberos. If a token 
delegation is allowed, information about the user’s 
account is used when accessing network resources in 
the same domain.
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Client users can log into a Windows domain account by including their domain name 
when they log into the Reflection for Secure IT server. The syntax for this is:

domain\username

Note: Make sure you use a backslash (\), not a forward slash (/). Using the 
correct syntax helps ensure that the server can accurately distinguish a Windows 
domain login from a UNIX file path (which uses the forward slash). This is 
particularly important if you are using the scp and sftp command line utilities, 
where both formats may be used in a single command line.

Client users can also log in to a local computer account by specifying the computer 
name as shown here:

computername\username

If a client user logs in using just a user name, the server determines that user’s 
profile as follows:

• If the server has both domain and local accounts for that user, the server defaults 
to the local user profile. 

• If a domain user of that name exists and no local user profile exists, the server 
loads the domain user profile

The Reflection server stores information in the Windows registry to identify the 
correct profile for each user. This information is required if there are both local and 
domain accounts with the same user name. User information is added to the registry 
the first time a user logs in using a password. To ensure that domain users are given 
the correct profile, each domain user must log in at least once using password 
authentication and the domain\user syntax.
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Configuring the server for domain access
If users authenticate to the server with a password, no additional configuration is 
necessary. However, if you have configured public key authentication (including 
certificates) or SecurID authentication, you may need to configure the Domain 
Access settings. 

Click Domain Access in the Reflection for Secure IT Server Configuration contents 
to configure these settings. The following options are available. 

For more information about when and how to use these settings, see “Active 
Directory Access” on page 40, and “Password Caching” on page 41.

Note: Support for Windows domain authentication using public keys (including 
certificates) or SecurID is not available on Windows NT 4.

Option Description

Domain\User A user account in Active Directory Users and 
Computers that the SSH server will use to get access to 
Active Directory member information

Password The password of the user described above.

Cache Passwords Enables password caching. This provides access to 
password-protected domain resources to users who 
authenticate using public key or SecurID.

Clear Cache Clears the password cache.
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Active Directory Access
Configuring the Active Directory Access settings (Domain\User and Password) is 
necessary only if both of the following conditions apply:

• You have Active Directory users who authenticate to the SSH server using public 
keys (including certificates) or SecurID.

• Your domain does not allow the Everyone (anonymous) user to query the Active 
Directory database.

If your configuration matches these conditions, use the following procedure to 
support Active Directory access for users:

1. Join the SSH server to the Windows domain.

2. To provide the SSH server with access to Active Directory member information, 
create a user account in Active Directory Users and Computers  
(sshaccessadmin is used here as an example). This user must be a member of the 
Administrators Group on the domain controller. 

3. Click Domain Access in the Reflection for Secure IT Server Configuration 
contents. 

4. Use Domain\User to specify the user account you created in step 2. Make sure 
that you use a backslash between the domain and user name. For example:

mydomain\sshaccessadmin

5. In the Password field, enter the password for this user. (This password is stored 
in encrypted form on the server.)

When Domain\User is blank, the server makes an anonymous connection to the 
domain controller.
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Password Caching
To provide access to Windows domain services, the server must know the user’s 
password. When users authenticate using a password this poses no problem. 
However, with other authentication methods, including public key and SecurID, the 
user does not enter a Windows password at logon, which means that, by default, users  
will have access only to local folders. If you use these authentication methods, to 
provide users with full access to domain services (such as file servers) that require 
passwords, enable the Cache Passwords setting on the Domain Access panel 

Password caching works only if users log in with a password at least once after the 
Cache Passwords setting is enabled. When you are configuring your site for public 
key authentication, enable this setting before users upload their keys. This allows the 
server to cache user passwords when they upload their keys.

When Cache Passwords is enabled, user passwords are stored in encrypted form on 
the server in a file called rsitdapc. This file is located in the Reflection for Secure IT 
program folder, typically:

C:\Program Files\F-Secure\ssh server\rsitdapc

Each line in this file begins with a domain user name (in clear text) followed by the 
encrypted password. You can remove an individual user by deleting the appropriate 
line in this file. Use the Clear cache button to delete the entire cache.

If Cache Passwords is selected and a user’s password has changed, he or she will be 
prompted to enter a password. This prompt appears after the public key passphrase 
prompt.
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Click Host Restrictions in the Reflection for Secure IT Server Configuration 
contents to view the Host Restrictions pane. In the Host Restrictions pane you can 
specify hosts from which connections are either allowed or denied, as follows:

Option Description

Allow login from hosts Specifies one or more host name patterns, separated by 
commas. If this field is not left empty, login is allowed 
only from hosts whose name matches one of the 
patterns. Normal name servers are used to map the 
client's host into a canonical host name. If the name 
cannot be mapped, its IP address is used as the host 
name. By default, all hosts are allowed to connect.

Deny login from hosts Specifies one or more host name patterns, separated by 
commas. Login is disallowed from any host whose name 
matches one of the patterns.
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Use the following guidelines for specifying hosts for either Allow login from hosts or 
Deny login from hosts: 

• Use a comma to separate multiple hosts.

• Use a period (.) as a wildcard for an individual character. Follow the period with 
an asterisk (.*) to match any number of characters.

• Use a backslash character before a period (.), comma (,) that is part of a host 
name.

• Use the prefix \i to include only numerical IP addresses that match the pattern.

• Use the prefix \m to use subnet masks.

For example:

Pattern Hosts that match this pattern

.*acme\.com acme.com 
joe.acme.com

a.*\..* acme.com 
all.joe.org

123\.45\.6\..* IPs between 123.45.6.0-123.45.6.255

\i.* Any numerical IP address

\m10.0.0.0/16 Equivalent to a mask of 255.255.0.0. This 

would allow access to hosts with IP addresses 

in the 10.0.0.1-10.0.254.254 range.
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Click Group Restrictions in the Reflection for Secure IT Server Configuration 
contents to view the Group Restrictions pane. In the Group Restrictions pane, you 
can specify the groups that are allowed or denied a connection using the following 
options:

Use the following guidelines for specifying group restrictions:

• All groups must be local. Domain groups or domain users must be members of 
local groups.

• Use only lowercase characters to identify group names or patterns.

• Use a period (.) as a wildcard for an individual character. Follow the period with 
an asterisk (.*) to match any number of characters.

• Use a period (.) instead of a space for group names that contain spaces.

• Use a comma to separate multiple groups.

For example:

Option Description

Allow login for groups Specifies the user groups that are allowed to log in. 
Remember to write group names in lower case.

Deny login for groups Specifies the user groups that are denied login. 
Remember to write group names in lower case.

Add groups to token Specifies groups that are always added to a user token 
during an authentication requiring no password.

Warning: Do not use this unless you understand all 
security implications.

Pattern Sample groups that match this pattern

hr.local.users hr.local.users 
HR Local Users

hr.* HR Local Users 
HRUsers
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Click User Restrictions in the Reflection for Secure IT Server Configuration 
contents to view the User Restrictions pane. In the User Restrictions pane,  
you can specify who is allowed to connect to your SSH server, as follows:

Option Description

Allow login for users Specifies one or more user name patterns or user@host 
patterns, separated by commas. Host names are handled 
as patterns, so the rules below apply. Host name can 
also be a pure DNS name or IP address. If this field is 
not left empty, login is allowed to any user whose name 
matches one of the patterns. Patterns are matched 
using the zsh-fileglob-syntax.  By default, logins for all 
users are allowed. All other login authentication steps 
must still be successfully completed. AllowUsers and 
DenyUsers are additional restrictions.

Deny login for users Specifies one or more user name patterns or 
user@host patterns, separated by commas. Host 
names are handled as patterns, so the rules below 
apply. Host name can also be a pure DNS name or  
IP address. If specified, login is disallowed for users 
whose name matches one of the patterns. 

If a user's name matches a pattern in both DenyUsers 
and AllowUsers, login is denied. All other login authen-
tication steps must still be successfully completed. 
AllowUsers and DenyUsers are additional restrictions.

Permit administrator 
login

If you leave this check box unselected, users belonging 
to the Administrators user group are not allowed to 
login.

Permit user terminal Select yes if you want to grant users terminal access  
to your SSH server. If you select no, users can only 
create TCP tunnels through the server or make an 
SFTP connection to the server, if these options are 
allowed in the configuration file.
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Use the following guidelines for specifying user restrictions:

• Use a comma to separate multiple users.

• Use a period (.) as a wildcard for an individual character. Follow the period with 
an asterisk (.*) to match any number of characters.

• Use a backslash character before a period (.), comma (,) that is part of a user 
name.

• To specify users in a domain, use a forward slash (/) not a backslash to separate 
the domain name from the user name. For example: mydomain/myname. (Although 
the standard syntax for Windows domains uses a backslash, the backslash is an 
escape character in this context, as described above.) 

For example:

pcqm=pÉêîÉê
Click SFTP Server in the Reflection for Secure IT Server Configuration contents  
to view the SFTP Server pane. In the SFTP Server pane, you can configure options 
specific to the Reflection for Secure IT SFTP Server. You can restrict regular users’ 
access to specified directories, define users’ home directories, and specify the events 
that are collected in the event log.

With the Accessible directories feature you can also define virtual directories for 
users, and restrict their access to those directories. Virtual directories can point to 
any directory on a local disk or the network. The user will be limited to the virtual 
directory and cannot traverse higher in the path.

File access permissions are enforced by the file system. Thus it is very important that 
you use NTFS, not FAT, as the file system.

Restricting users to a predefined set of directories is not a feature provided by the 
operating system (as it is on most UNIX variants). Therefore, always set the NTFS 
file system rights correctly for the whole file hierarchy, even when using this restriction.

Pattern Users who match this pattern Users who don’t match this pattern

r.* rita 
roger 
rst\joe

xyz\rita 
xyz\roger 
joe

rst/.* rst\joe 
rst\roger

xyz\joe 
xyz\roger
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If the user is allowed terminal access, he or she may be able to overcome the SFTP 
directory restriction by running special tools that can create directory links beyond 
the specified SFTP directory. This can be prevented by configuring the NTFS permis-
sions carefully for the whole disk hierarchy. It is also highly recommended to deny 
terminal access for SFTP-only servers.

Accessible directories
Use the Accessible directories list to restrict regular users to the directories specified 
in the list. The following pattern strings have a special meaning:

By default, the virtual directory HOME has already been defined as pointing to the user’s 
profile directory. Use the buttons above the list to add or edit accessible directories:

New
Click the New button to add a new virtual directory to the list. Type in the new 
virtual directory definition and press Enter to save it. The syntax is:

 
virtual_directory_name=real_directory 

You can use both local drive and directory paths or UNC names. For example, both 
PERSONAL=D:\Documents and SCRATCH=\\server\scratch\%U are valid assignments. 
The user will see the virtual directories as /PERSONAL and /SCRATCH.

The shortcut key for New is the Insert key.

%D Specifies the user’s profile directory.

%U Specifies the user's login name with domain in the following 
format: domain.username. 

%u Specifies the user’s login name. When you use this option, the 
server will be unable to distinguish between a local and domain 
user with the same name. Both will be given the same profile.

%H Specifies the user's home directory as defined in Windows User 
Manager. This pattern is equivalent to %D if the home directory 
is not defined.

/=$DRIVE Specifies the root directory as a list of drives connected to your 
system.

/=c:\sftp Specifies c:\sftp as the root directory.
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Delete
Select an unwanted virtual directory from the list and click the Delete button to 
remove it. The shortcut key for Delete is the Delete key.

Move Item Up
Select a virtual directory from the list and click the Move Item Up button to position 
the definition higher in the list. The shortcut key for Move Item Up is Alt+Up.

Move Item Down
Select a virtual directory from the list and click the Move Item Down button to 
position the definition lower in the list. The shortcut key for Move Item Down is 
Alt+Down.

User home directory
Type the user home directory for SFTP in the text field. This is the directory where 
the user typically starts her session (unless overridden by the client).

Note: When using the automatic key upload feature provided by the Reflection for 
Secure IT Client for Windows, the default upload location is the subdirectory 
.ssh2 under the user’s home directory.

You can use the same pattern strings as for the Accessible directories list. The specified 
directory must be a real directory that is specified in the Accessible directories list. 
The default value is %D (the user profile directory).

If this value is left empty, all users can see all drives. Access to drives is still enforced 
by the file system.

Event Log Categories
With the event log categories settings you can specify what kind of information will 
be collected in the event log. Select the operations that you want to be added to the 
event log when they occur.

The following operations can be selected for logging:

• User login/logout: Create a log entry for each user login or logout.

• Uploads: Create a log entry for each upload.

• Downloads: Create a log entry for each download.

• Directory listings: Create a log entry each time a directory is listed.
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• Modifications: Create a log entry each time a file or directory is modified (rename, 
delete or directory creation operations).

Note: Errors and warnings are logged if so configured in the General pane.

mçïÉê=rëÉêë
Click Power Users in the Reflection for Secure IT Server Configuration contents to 
view the Power Users pane. In the Power Users page, you can define a list of power 
users and grant them access to a different set of virtual directories from other users.

Accessible directories
Use the Accessible directories list to define virtual directories for the users defined  
in the Power users list.

The following pattern strings have a special meaning:

By default, the following virtual directories for power users have already been 
defined:

Use the buttons above the list to add or edit accessible directories:

New
Click the New button to add a new virtual directory to the list. Type in the new 
virtual directory definition and press Enter to save it. The syntax is:

virtual_directory_name=real_directory

The shortcut key for New is the Insert key.

%D Specifies the user’s profile directory.

%U Specifies the user’s login name.

HOME Specifies the user’s profile directory.

C Specifies the C drive.

D Specifies the D drive.
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Delete
Select a virtual directory from the list and click the Delete button to remove it.  
The shortcut key for Delete is the Delete key.

Move Item Up
Select a virtual directory from the list and click the Move Item Up button to position 
the definition higher in the list. The shortcut key for Move Item Up is Alt+Up.

‘Move Item Down
Select a virtual directory from the list and click the Move Item Down button to 
position the definition lower in the list. The shortcut key for Move Item Down is 
Alt+Down.

Add User Directories
Click the Add User Directories button to add to the power users’ Accessible directories 
list all the virtual directories that are currently defined for other users on the SFTP 
Server pane.

Power Users
Specifies a list of power users who are permitted full SFTP access and are not limited 
to the User SFTP directory. Enter any number of user names, separated by commas. 
Regular expressions using the egrep syntax can also be used. For more information, 
see Host Restrictions (page 42) and User Restrictions (page 45).



  Configuring Reflection for Secure IT Server 51
^Çî~åÅÉÇ
Click Advanced in the Reflection for Secure IT Server Configuration contents to view 
the Advanced pane. In the Advanced pane, you can add user-specific sub-configu-
ration files. The sub-configuration files are divided into two categories: host-specific 
and user-specific. 

Configuration Variable Description

addgroupstotoken This is a list of user groups that will be 
added to the user's security token when 
one is created during non-password 
authentication methods. This acts as a 
“temporary membership” in these groups -
the user is considered to be a member of a 
group for all security checks until logged 
off, but the user's account is not changed 
and never gets any additional rights. For 
Windows 2003 configurations, see the 
section “Windows 2003 Support” on page 2.

allowedauthentications/
requiredauthentications

These support the new GSSAPI method. 
For more information on GSSAPI, see 
page 37.

allowedpasswordauthentications This is the password authentication order.

allowgroups/denygroups This is used to allow or deny login for 
groups.

EmulationTypeForForcedCommand An emulation type that is used for 
commands that are “forced” by public keys 
(command cmd_to_run after key filename in 
.authorization). The emulation types are 
explained in the following table.

EmulationTypeForCommands An emulation type that is used for client-
defined commands, for example SSH2 
user@host command.
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fipsmode The FIPS mode can be either 'yes' or 'no'. 
In strict FIPS 140-2 mode, the following 
limitations exist:

• Only des, 3des and aes-nnn (128, 192, 
256) ciphers are available,

• The only hash algorithm is sha1,

• Older clients perform some operations 
with md5 hash only, and will not be 
able to connect to the server at all,

In most certificate-based authentication 
scenarios with hardware tokens or older 
clients md5 is also required.

Warning: FIPS 186 defines DSA keys with 
lengths from 512 to 1024 bits. Using keys 
longer than 1024 bits is possible, and 
Reflection for Secure IT Server does not 
restrict key lengths in any way. Any server 
environment that allows their use  cannot 
be considered fully FIPS 140-2 level 2 
compliant.

gssapi.allowedmethods GSSAPI.AllowedMethods specifies the 
actual mechanisms that are to be used 
through GSSAPI. Windows implements 
both Kerberos5 and NTLM mechanisms. 

gssapi.delegatetoken GSSAPI.DelegateToken is a boolean variable 
which specifies whether delegation is 
requested for the token or not. The possible 
values are ‘yes’ and ‘no’. The default value 
is ‘yes’.

radiuskey This is the “secret” (password) shared 
between your server and RADIUS.

radiusserver This is the RADIUS server address.

userspecificconfig/
hostspecificconfig 

These are specific configuration instruc-
tions that are used only if the user or host 
name matches a specific pattern.

Configuration Variable Description
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Emulation Types
There are currently four supported “emulation modes.” Emulation modes determine 
how the behavior of a Windows console is converted into SSH input/output streams 
The following table describes the four different modes.

Emulation Type Description

color  This is the default emulation mode. It scans a Windows 
console for changes and sends all changes to the screen 
(if any) to the client. It allows almost all character-based 
applications that can use colors, cursor positioning, mouse 
etc., to run. However, in this mode each console screen is 
sent to the client completely, so connection speed may 
suffer, and the client's scrollback buffer will be filled 
with previous screens.

bw This is the same as color, with the exception that it does 
not send any color attributes to the client.

stream This mode runs a command shell with redirected input 
and output. In this mode, no extra characters are sent, 
so connection is as fast as possible, and the client's 
scrollback buffer works normally. However, only stream-
based applications (those that support redirection by OS 
commands such as “dir >filename”) can be used. Most 
OS command-line utilities (“net”, “cd”, “dir”, “cacls”) 
perform as expected, but anything that uses colors, 
menus, mouse etc., most likely will not.

raw This mode directly connects SSH's input/output channels 
to command shell's input and output. This mode is not 
useful with the OS's command shell (cmd.exe), but it 
can be used for user-specific shells and applications.
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The configuration of the Secure Shell server is managed through a configuration file 
sshd2_config. The configuration file can be changed through the Configuration 
program or you can edit the file manually.

It is also possible to edit the file through SFTP while connected with Secure Shell. 
This can be useful for remote administration.

You can edit the configuration file (sshd2_config) with your favorite text editor.

`çåÑáÖìê~íáçå=cáäÉ=oÉÑÉêÉåÅÉ
This section lists all parameters that can be set in the configuration file. You have 
the option of either editing the configuration file manually or using the graphical 
user interface.

AllowedAuthentications
This keyword specifies the authentication methods that are allowed. This is a comma-
separated list currently consisting of the following words: password, publickey. 
Each specifies an authentication method. The default is “publickey,password”. 
With RequiredAuthentications, the administrator can force users to complete 
several authentications before they are considered authenticated.

AllowFullSFTP
List of users who get full SFTP access and who are not limited to the directory 
specified in UserSFTPDirectory.

AllowHosts
This keyword can be followed by any number of host name patterns, separated by 
spaces. If specified, login is allowed only from hosts whose name matches one of the 
patterns. Patterns are matched using the egrep-syntax. Normal name servers are 
used to map the client's host into a canonical host name. If the name cannot be 
mapped, its IP address is used as the host name. By default all hosts are allowed  
to connect.

Note: To prevent people going around this parameter and logging in from hosts like 
130.233.evil.org, you should use the [:isdigit:] or similar constructs.
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AllowTcpForwarding
Specifies whether TCP forwarding is permitted. Note that disabling TCP forwarding 
does not improve security in any way, as users can always install their own forwarders. 
The argument must be “yes” or “no”. The default is “yes”.

AllowTcpForwardingForUsers
Syntax is the same as in AllowUsers, but instead of login, this controls the ability to 
forward ports, in remote or local forwarding. Note that disabling TCP forwarding 
does not improve security in any way, as users can always install their own forwarders. 
This does, however, help if you deny the user terminal access at the same time. The 
argument must be yes or no. Forwarding is enabled by default.

AllowUsers
This keyword can be followed by any number of user name patterns or user@host 
patterns, separated by commas. Host name is handled as a pattern, so rules below 
apply. Host name can also be a pure DNS name or an IP address. If specified, login  
is allowed for users whose name matches one of the patterns. Patterns are matched 
using the zsh-fileglob-syntax. You can use the comma ',' character in patterns by 
escaping it with '\' (backslash). If you want to use the escape character in a pattern, 
you have to escape it ('\\'). By default, logins for all users are allowed.

Note that the all other login authentication steps must still be successfully completed. 
AllowUsers and DenyUsers are additional restrictions.

AuthInteractiveFailureTimeout
Specifies the delay, in seconds, that the server delays after a failed attempt to log in 
using Keyboard Interactive and password authentication. The default is 2.

AuthKbdInt.NumOptional
Specifies how many optional submethods must be passed before the authentication is 
considered a success (note that all required submethods must always be passed). See 
AuthKbdInt.Optional for specifying optional submethods, and AuthKbdInt.Required 
for required submethods. The default is 0, although if no required submethods are 
specified, the client must always pass at least one optional submethod.
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AuthKbdInt.Optional
Specifies the optional submethods Keyboard Interactive will use. Currently submethods 
pam, securid, plugin, and password are defined. Note that PAM and SecurID require 
that you had the necessary libraries and headers when you compiled the distribution. 
PAM submethod is usually available in binary packages, if the architecture supports 
PAM (Pluggable Authentication Modules). AuthKbdInt.NumOptional specifies how 
many optional submethods must be passed. The Keyboard Interactive authentication 
method is considered a success when the specified amount of optional submethods 
and all required submethods are passed. The plugin sub-method is special, it can be 
used if a sysadmin wants to create a new authentication method. See the option 
AuthKbdInt.Plugin. See also AuthKbdInt.NumOptional and AuthKbdInt.Required.

AuthKbdInt.Required
Specifies the required submethods that must be passed before the Keyboard Inter-
active authentication method can succeed. See the AuthKbdInt.Optional entry.

AuthKbdInt.Retries
Specifies a pure DNS name or an IP address how many times the user can retry 
Keyboard Interactive. The default is 3.

AuthorizationFile
Specifies the name of the user's authorization file.

BannerMessageFile
Specifies the banner message that is displayed in the client before the login.

Ciphers
Specifies the ciphers to use for encrypting the session. Currently, AES, DES, 3DES, 
Blowfish, IDEA, Arcfour, Twofish, and CAST-128 are supported. Multiple ciphers can 
be specified as a comma-separated list. Special values to this option are any, anystd 
(to  allows only standard ciphers), and anycipher (to allow either any available cipher 
or exclude nonencrypting cipher mode none but allow all others). anystdcipher is the 
same as above, but includes only those ciphers mentioned in the IETF-SecSH-draft 
(excluding none).

CRLFile
Reads certificates and/or CRLs from the file you specify. Multiple files can be 
specified by separating the files with commas. If the argument is a folder, all files in 
that folder are read, as well as files in any subfolders. Embed file or folder names 
containing spaces within double quotation marks.

Note: Use with Reflection for Secure IT Windows Server versions 6.0 and 6.1.
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DefaultDirectory
Specifies the directory where the Terminal Provider will be run.

DenyHosts
This keyword can be followed by any number of host name patterns, separated by 
commas. If specified, login is disallowed from the hosts whose name matches any  
of the patterns. See AllowHosts.

DenyTcpForwardingForUsers
The syntax is the same as in DenyUsers, but instead of login, this controls the ability 
to forward ports, in remote or local forwarding. Note that disabling TCP forwarding 
does not improve security in any way, as users can always install their own forwarders. 
This does, however, help if you deny the user terminal access at the same time. The 
argument must be yes or no. Forwarding is enabled by default.

DenyUsers
This keyword can be followed by any number of user name patterns or user@host 
patterns, separated by commas. Host name is handled as a pattern, so rules below 
apply. Host name can also be a pure DNS name or an IP address. If specified, login  
is disallowed as users whose name matches one of the patterns. Patterns are matched 
using the zsh- fileglob-syntax. You can use the comma ',' character in patterns by 
escaping it with '\' (backslash). If you want to use the escape character in patterns, 
you have to escape it ('\\'). By default, logins for all users are allowed.

If a user's name matches with both a pattern in DenyUsers and AllowUsers, login 
is denied.

All other login authentication steps must still be successfully completed. AllowUsers 
and DenyUsers are additional restrictions.

EmulationType
(Available terminal emulation types are color, bw, raw and stream).

• color - Fully emulates a Windows console window.

• bw - Emulates a console, ignoring the color attributes of characters. 

• raw - Redirects the Terminal Provider's stdin and stdout to the client (does not 
work with CMD.EXE).

• stream - Same as raw but processes stdin and stdout to allow compatibility with 
most command-line utilities.

The recommended setting is color, unless you know what you're doing.
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EventLogFilter
Specifies the filter for event log messages. Valid values are information, warning,  
and error. The default is warning,error. For more information, see “<.cross-
reference>Event Log” on page 67. 

HostCertificateFile
This keyword works very much like PublicHostKeyFile, except that the file is 
assumed to contain an X.509 certificate in binary format. The keyword must be 
paired with a corresponding HostKeyFile option. If multiple certificates with  
same public key type (DSS or RSA) are specified, only the first one is used.

HostKeyFile
Specifies the file containing the private host key (the default is hostkey in the Secure 
Shell installation directory).

IdleTimeout
Specifies the allowed time (in minutes) after which the server disconnects if there is 
no activity from the user. If set to 0, the timeout is disabled.

IsPasswordChangeAllowed
Specifies whether or not the user can change the password when it has expired.

KeepAlive
Specifies whether the system should send keepalive messages to the other side. If 
they are sent, death of the connection or crash of one of the machines will be properly 
noticed. However, this means that connections will die if the route is down tempo-
rarily, and some people may find this annoying. On the other hand, if keepalives are 
not sent, sessions may hang indefinitely on the server, leaving “ghost” users and 
consuming server resources.

The default is yes (to send keepalives), and the server will notice if the network goes 
down or the client host reboots. This avoids infinitely hanging sessions.

To disable keepalives, the value should be set to no in both the server and the client 
configuration files.

LdapServers
CRLs are automatically retrieved from the CRL distribution point defined in the 
certificate to be checked, if it exists. Otherwise the comma-separated server list given 
by option LdapServers is used. If intermediate CA certificates are needed in certif-
icate validity checking, this option must be used or retrieving the certificates will fail.
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ListenAddress
Specifies the IP address of the network interface card where the Secure Shell server 
socket is bound.

LocalPKI
Reads certificates and/or CRLs from the file you specify. Multiple files can be 
specified by separating the files with commas. If the argument is a folder, all files in 
that folder are read, as well as files in any subfolders. Embed file or folder names 
containing spaces within double quotation marks.

Note: Use with Reflection for Secure IT Windows Server version 6.1 SP1 and later.

LoginGraceTime
The server disconnects after this time if the user has not successfully logged in. If the 
value is 0, there is no time limit. The default is 600 (seconds).

MACs
Specifies the MAC (Message Authentication Code) algorithm to use for data 
integrity verification. Currently, hmac-sha1, hmac-sha1-96, hmac- md5, hmac-md5-
96, hmac- ripemd160, and hmac-ripemd160-96 are supported, and hmac-sha1, 
hmac-sha1-96, hmac-md5, and hmac-md5-96 are included in all distributions. 
Multiple MACs can be specified in a comma-separated list. Special values to this 
option are any, anystd (to allows only standard MACs), and anymac (to allow either any 
available MAC or exclude none but allow all others). anystdmac includes only those 
MACs mentioned in the IETF-SecSH- draft (excluding none).

MapFile
This keyword specifies a mapping file for the preceding Pki keyword. Multiple mapping 
files are permitted per Pki keyword. The mapping file format is described in section 
B ( User Mapping File).

MaxBroadcastsPerSecond
Specifies how many UDP broadcasts the server handles per second. The default value 
is 0 (no broadcasts are handled). Broadcasts that exceed the limit are silently ignored. 
Also unrecognized UDP datagrams received consume the capacity defined by this option.

MaxConnections
Specifies the maximum number of connections the Secure Shell server program will 
handle simultaneously. This is useful in systems where spamming the server with 
new connections can cause the system to become unstable or crash. The argument is 
a positive number. A value of 0 specifies that the number of allowed connections is 
unlimited (by the program).

PasswordGuesses
Specifies the number of tries that the user has when using password authentication. 
The default is 3. If this number of attempts is exceeded, a message is written to the 
event log: “Maximum password guess count exceeded for user ‘%s’.
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PermitEmptyPasswords
When password authentication is allowed, it specifies whether the server allows login 
to accounts with empty password strings. The argument must be “yes” or “no”.

PermitRootLogin
Specifies whether the administrator can log in using Secure Shell. May be set to yes 
or no. The default is yes, allowing admin logins through any of the authentication types 
allowed for other users. The no value disables admin logins. 

PermitUserTerminal
Specifies whether the user can access the terminal. Valid values are yes, no, and admin.

Pki
This keyword enables user authentication using certificates. The argument must be 
an X.509 certificate in binary format. This keyword must be followed by one or more 
MapFile keywords. The validity of a received certificate is checked separately using 
each of the defined Pki keywords in turn until they are exhausted (in which case the 
authentication fails) or a positive result is achieved. If the certificate is valid, the 
mapping files are examined to determine whether the certificate allows the user to 
log in (of course, correct signature generated by a matching private key is always 
required in addition to everything else).

PkiDisableCRLs
This keywords disables CRL checking for the preceding Pki keyword, if the 
argument is y. By default, CRL checking is on.

PkiOcspMode
Specifies whether to use OCSP, and if requested, when it should be used. Valid modes 
are no-ocsp, ocsp-only and crl-after-ocsp. The default mode is crl-after-ocsp.

Port
Specifies the port number that the Secure Shell server listens on. The current default 
is 22.

PrivateWindowStation
Specifies whether the terminal is created in a fully private window station or not.  
For security reasons it is recommended that this be set to yes. If login takes too much 
time, try setting this to no. This parameter has no effect for an SFTP-only server.

ProtocolVersionString
Specifies the server version string that will be used at the beginning of the session. 
Also please note that many clients use this string to set various compatibility flags.
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PublicHostKeyFile
Specifies the file containing the public host key (the default is hostkey.pub in the 
SSH server installation directory). 

Note: In most cases the order of config parameters is not an issue. Here it is safe  
if you specify HostKeyFile first before this parameter.

RandomSeedFile
Specifies the name of the random seed file.

RequiredAuthentications
Related to AllowedAuthentications, this is used to specify what authentication 
methods the users must complete before continuing. If this value is left empty, it does 
not mean that no authentications are required. It means that the client can authen-
ticate itself with any of the authentications given in AllowedAuthentications. This 
parameter has no default.

Note: This parameter has to be a subset of AllowedAuthentications. Otherwise, the 
server denies the connection every time

RequireReverseMapping
This is used to check whether host name DNS lookup must succeed when checking 
whether connections from a host are allowed using AllowHosts and DenyHosts. If this 
is set to yes, then if name lookup fails, the connection is denied. If set to no, if name 
lookup fails, the remote host's IP address is used to check whether it is allowed to 
connect. This is probably not what you want, if you have specified only host names 
(not IP addresses) with {Allow,Deny}Hosts. The default is no.

RekeyIntervalSeconds
Specifies the number of seconds after which the key exchange is done again. The 
default is 3600 seconds (1 hour). A value of 0 turns rekey requests off. This does  
not prevent the client from requesting rekeys. Not all clients support this function.

Sftp-AdminDirList
Virtual directory definitions for normal and power users. The format is a comma-
separated list of “name=directory” pairs.
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Sftp-AdminUsers
A comma-separated list of users that use the Power User virtual directory table 
instead of normal users.

SftpLogCategory
Defines a set of log entry types that the SFTP subsystem will record in the system 
event log. The value is a sum of the following numbers: 1 for Downloading, 2 for 
Uploading, 4 for Writing, 8 for Getting directory listing; 16 for Logging in.

SocksServer
Specifies the name of a SOCKS server, used when fetching certificates or CRLs  
from remote servers.

TerminalProvider
Specifies the name of the executable that provides terminal access.

TryReverseMapping
May be set to yes or no. Setting this option to yes specifies that the server will try  
to get a domain name for the calling host by using reverse DNS check.

UserConfigDirectory
Specifies where user-specific configuration data should be fetched from. With this 
the administrator can control whatever configuration parameters they wish that are 
normally the users' domain. This is given as a pattern string. %D is the user's home 
directory, %U is user's login name. The default is “%D/.ssh2”.

UserSFTPDirectory
Specifies the user root directory for SFTP. %D is the user’s home directory, and %U is 
user’s login name. If this is empty in the configuration file, everyone gets to see all 
drives, but access to drives is still enforced by the file system.
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The escape character is a backslash (\). With this you can escape meta characters 
which you would like to use in their plain character form. 

In the following examples literal ’E’ and ’F’ denote any expression, be it a pattern  
or a character.

(
Start a capturing subexpression.

)
End a capturing subexpression.

E/F
Disjunction, match either E or F (inclusive). E is preferred if both match.

E*
Act as Kleene star, match E zero or more times.

E+
Closure, match E one or more times.

E?
Option, match E optionally once.

.
Match any character except for newline characters (\n,\ f,\ r) and the NUL byte.

E n
Match E exactly n times.

E{n}, or E{n,0}
Match E n or more times.

E{n} or E {0,n}
Match E at most n times.

E {n,m}
Match E no less than n times and no more than m times.

[
Start a character set.

$
Match the empty string at the end of the input or at the end of a line.
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^
Match the empty string at the start of the input or at the beginning of a line.

bëÅ~éÉÇ=qçâÉåë=cçê=oÉÖÉñ=póåí~ñ=bÖêÉé
\0n..n
The literal byte with octal value n..n.

\0
The NUL byte.

\[1-9 ..x]
The literal byte with decimal value [1-9]..x.

\xn..n or  \0xn..n
The literal byte with hexadecimal value n..n.

\<
Match the empty string at the beginning of a word.

\>
Match the empty string at the end of a word.

\b
Match the empty string at a word boundary.

\B
Match the empty string provided it is not at a word boundary.

\w
Match a word-constituent character, equivalent to [a:zA:Z0:9-].

\W
Match a non-word-constituent character.

\a
Literal alarm character.

\e
Literal escape character.

\f
Literal line feed.

\n
Literal new line, equivalent to C’s  n so can be more than one character long.
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\r
Literal carriage return.

\t
Literal tab.

All other escaped characters denote the literal character itself.

`Ü~ê~ÅíÉê=pÉíë=cçê=bÖêÉé
A character set starts with ’[’ and ends at non-escaped ’]’ that is not part of a POSIX 
character set specifier and that does not follow immediately after ’[’.

The following characters have a special meaning and need to be escaped if meant 
literally:

- (minus sign)
A range operator, except immediately after ’[’, where it loses its special meaning.

^
If immediately after the starting ’[’, denotes a complement: the whole character set 
will be complemented. Otherwise literal. ’^’.

[:alnum: ]
Characters for which ’isalnum’ returns true (see ctype.h).

[:alpha: ]
Characters for which ’isalpha’ returns true (see ctype.h).

[:cntrl: ]
Characters for which ’iscntrl’ returns true (see ctype.h).

[:digit: ]
Characters for which ’isdigit’ returns true (see ctype.h).

[:graph: ]
Characters for which ’isgraph’ returns true (see ctype.h).

[:lower: ]
Characters for which ’islower’ returns true (see ctype.h).
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[:print: ]
Characters for which ’isprint’ returns true (see ctype.h).

[:punct: ]
Characters for which ’ispunct’ returns true (see ctype.h).

[:space: ]
Characters for which ’isspace’ returns true (see ctype.h).

[:upper: ]
Characters for which ’isupper’ returns true (see ctype.h).

[:xdigit: ]
Characters for which ’isxdigit’ returns true (see ctype.h).

Example: [[:xdigit:]XY] is typically equivalent to [0123456789ABCDEFabcdefXY] .



`e^mqbo 5
qêçìÄäÉëÜççíáåÖ=oÉÑäÉÅíáçå=Ñçê=pÉÅìêÉ=fq=pÉêîÉê

bîÉåí=içÖ
Reflection for Secure IT Server logs important events in the Windows event log, in the 
application section. Consult the event log as the first step of troubleshooting. The 
events are classified in three levels: 

• Information

• Warning

• Error

Events to be logged are set with the EventLogFilter parameter in the configuration 
file (warning and error are logged by default). 

aÉÄìÖ=jçÇÉ
In debug mode, the Secure Shell server program provides useful information to the 
console window. The server can be run in debug mode by giving the following command 
on the command prompt: 

fsshd2.exe -d<filter>

The syntax of the filter is as follows: 

"module = level, module = level,..."

Module is the wanted software module (SSH2sftp, for example) and level is the wanted 
debug level (a number from 0 to 10). Debug level 10 shows all, level 0 shows nothing.

For example: 

fsshd2.exe -d"*=4,SSH2Sftp*=10" 

The preceding example shows level 4 for all and level 10 for the SFTP server.

Run fsshd2.exe to see other available command line options.
67
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^ìíÜÉåíáÅ~íáçå=mêçÄäÉãë
Problem:  
Users connecting to the SSH serving using their Windows domain account are not 
able to authenticate using public keys or SecurID.

Support for domain accounts with public key or SecurID authentication requires 
either that the special user Everyone be available on the server or that you have 
specified an alternate user for Active Directory access. See page 40 for more 
information. To determine if the special user Everyone is present in your 
environment, follow these steps:

1. Log in using a domain administrator account.

2. Go to Start > Programs > Administrative Tools > Active Directory Users and 
Computers.

3. Double click the domain.

4. Open the Builtin folder.

5. View the properties of Pre-Windows 2000 Compatible Access.

6. Click the Members tab.

Problem:  
Domain users with both local and domain accounts are logged into the local profile 
not the domain profile.

The Reflection server stores information in the Windows registry to identify the 
correct profile for each user. This information is required if there are both local 
and domain accounts with the same user name. User information is added to the 
registry the first time a user logs in using a password. To ensure that domain 
users are given the correct profile, each domain user must log in at least once 
using password authentication and the domain\user syntax.
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Problem:  
Client users don’t see a login prompt when Reflection is running on a Windows 2003 
server.

Check for the following:

• If you are using GSSAPI authentication, domain users must have Read & 
Execute permissions for C:\WIndows\System32\cmd.exe. For more infor-
mation, see page 37.

• If the problem is intermittent, the system may be running out of desktop 
heap. This problem is described in Microsoft knowledge base article 184802 
(http://support.microsoft.com/kb/184802/). See the section titled “Cause 2.” 
Editing your registry as follows may fix this problem:

Locate the following registry key:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\Session 

Manager\SubSystems

Within the Windows string value, modify the SharedSection  
portion as follows:

Original Value:

SharedSection=1024,4608,512

New Value:

SharedSection=1024,20480,768

Problem:  
When connecting to a host, where I know I have an account, the SSH2 client does not 
let me in, even when I type the correct password.

The server is probably trying to check that the host name has a valid DNS record. 
This is not the case with most hosts connected by dial-up lines, etc. In older versions 
of SSH2, the default sshd2_config file contained the statement RequireRe-
verseMapping yes, when, in fact, it should default to no. Ask your system 
administrator to change this, and see if the situation improves. If you still have 
problems, consult your system administrator about the situation. 
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håçïå=iáãáí~íáçåë
The Reflection for Secure IT Server currently has the following known limitations on 
the NT platform.

• The number of simultaneous terminal sessions is limited in Windows NT. The 
limit is around 10, depending on the system.

• Note that some 16-bit applications may misbehave on Window NT 4.0, potentially 
crashing the operating system. The possible remedy for this problem is to deny 
terminal access to regular users and allow SFTP access only. This can be done 
with the PermitUserTerminal parameter.  
 
Another solution is to disable advanced “terminal emulation” by setting the 
EmulationType parameter to stream.

• Support for Windows domain authentication using public keys (including certifi-
cates) or SecurID is not available on Windows NT 4.



^mmbkafu A
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This appendix describes how to install, configure, and use Reflection for Secure IT to 
operate within the Department of Defense (DOD) or other Public Key Infrastructure 
(PKI) environment. 

fåíêçÇìÅíáçå=íç=mhf
A Public Key Infrastructure (PKI) is a system that helps facilitate secure  
communications using digital certificates. Reflection supports the use of a PKI for host 
and user authentication. You should understand the following concepts.

^ìíÜÉåíáÅ~íáçå
Authentication is the process of reliably determining the identity of a communicating 
party. Identity can be proven by something you know (such as a password), or 
something you have (such as a private key or token). In a typical Telnet session to a 
remote host, the user authenticates with a password, but the host is not authenticated. 
More secure protocols, including Secure Shell and SSL/TLS, require host authenti-
cation. In both Secure Shell and SSL/TLS sessions, host authentication is accomplished 
using public key cryptography. In addition, both session types can also be configured to 
use public key cryptography for user authentication.

mìÄäáÅ=hÉó=`êóéíçÖê~éÜó
Public key cryptography uses a mathematical algorithm and a key to scramble 
(encrypt) data, and a related key to unscramble (decrypt) it. One of the keys is a public 
key, which can be freely distributed to communicating parties, and the other is a 
private key, which should be kept securely by the owner of the key. Data encrypted with 
the public key can only be decrypted with the private key; and data encrypted with the 
private key can only be decrypted with the public key, allowing digital signatures to be 
verified.
71
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When keys are used for authentication, the party being authenticated creates a 
digital signature using the private key of a public/private key pair. The recipient must 
use the corresponding public key to verify the authenticity of the digital signature. 
This means that the recipient must have a copy of the other party’s public key and 
trust in the authenticity of that key. 

aáÖáí~ä=`ÉêíáÑáÅ~íÉë
Digital certificates provide a secure way to distribute public keys. Certificates are 
provided by a trusted third party, called a certification authority (CA). Each certif-
icate includes a public key and identifying information about the owner of that key. In 
addition, the certificate is digitally signed by the CA. Anyone with a copy of the CA’s 
public key can ensure that the contents of any certificate issued by that CA have not 
been altered. Because you trust the CA, you can be confident that the key owner is 
who or what he claims to be, and that the public key has not been tampered with.

qÉêãáåçäçÖó
This appendix uses the following acronyms.

CA (Certification Authority)
A server, in a trusted organization, which issues digital certificates. The CA manages 
the issuance of new certificates and revokes certificates that are no longer valid for 
authentication. A CA may also delegate certificate issuance authority to one or more 
intermediate CAs creating a chain of trust. In this case, the highest level CA is 
referred to as the Trusted Root or Trust Anchor CA.

CRL (Certificate Revocation List)
A digitally signed list of certificates that have been revoked by the Certification 
Authority. Certificates identified in a CRL are no longer valid.

OCSP (Online Certificate Status Protocol) responder
A protocol that can be used as an alternative to CRL checking to confirm whether a 
certificate is valid. An OCSP responder responds to certificate status requests with 
one of three digitally signed responses: Valid, Invalid, and Unknown. Using OCSP 
removes the need for servers and/or clients to retrieve and sort through large CRLs.
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LDAP (Lightweight Directory Access Protocol) server
A standard protocol that can be used to distribute information to users.  
Administrators can configure an LDAP server to distribute information needed for 
certificate authentication, including Certificate Revocation Lists (CRLs) and  
intermediate certificates that can be used to link an end-entity certificate to a 
trusted CA.

URI (Uniform Resource Identifier)
A string of characters that represents the location or address of a resource. URIs can 
be used to locate resources on the Internet or on an LDAP server.

PKCS (Public Key Cryptography Standards)
A  set of standards devised and published by RSA laboratories that enables compati-
bility among public key cryptography implementations. Different PKCS standards 
identify specifications for particular cryptographic uses.

fåëí~ääáåÖ=~åÇ=oÉãçîáåÖ=qêìëí=mçáåíë
A trust point is any CA certificate in a chain of trust. The Reflection for Secure IT 
Windows Server does not install any trust points by default, and does not use any 
certificates from the Windows certificate store. 

Certificates are stored as individual DER-encoded binary certificate files.  All  
certificates should be kept in the Reflection for Secure IT program folder. (The 
default location is C:\Program Files\F-Secure\ssh server.) If you use Windows 
default settings, only users with administrator privileges can modify the files in this 
folder.

fåëí~ääáåÖ=qêìëí=mçáåíë
You must be logged into Windows with administrator privileges to install trust 
points.

To install trust points:

1. Copy all Trusted Root (Trust Anchor) files to the Reflection for Secure IT 
program folder.

2. Launch the Reflection for Secure IT Server Configuration application.

3. Use the tree view to open the Certificates dialog box (User Authentication > 
Public Key > Certificates).

4. Click Add.
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5. Use the […] button to locate the DER-encoded binary certificate file containing 
the trusted root certificate. Click Open.

6. Click the [...] button under Certificate user authorization to specify a map file 
that charts certificate attributes to user names.

7. (Optional) Define an LDAP server to use for retrieving intermediate CA certifi-
cates and CRLs (refer to page 75).

8. (Optional) Set your preference for handling certificate revocation checking. (See 
page 76 for further information.)

9. Click OK.

10. Click Apply.

Note:  Changes will not take effect until you click Apply.

Intermediate CA trust points can be retrieved from an LDAP server, which may be 
identified by explicit URIs defined in the Authority Information Access (AIA) 
extension of a certificate, or using LDAP server information you have specified (see 
page 75). These certificates are stored in memory and cleared each time the server is 
shut down.

oÉãçîáåÖ=qêìëí=mçáåíë
To delete installed certificates:

1. Launch the Reflection for Secure IT Server Configuration application.

2. Use the tree view to open the Certificates dialog box (User Authentication > 
Public Key > Certificates).

3. Select a certificate from the list and click Delete.

 
To remove intermediate CA certificates that are stored in memory:

• Restart the server.
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rëáåÖ=råáÑçêã=oÉëçìêÅÉ=fåÇáÅ~íçêë=Ñçê=ala=mhf=pÉêîáÅÉë
Reflection for Secure IT Windows Server supports the use of URIs for automatic 
CRL updating and retrieval. As defined in section 4.2.1.14 of RFC3280, Reflection for 
Secure IT uses URIs as follows:

1. If OCSP responders are defined in the CRL Distribution Point (CDP) extension 
of a certificate, the server attempts an OCSP query first to determine the 
revocation status of the certificate.

2. If the OCSP query does not succeed, the server checks to see if either HTTP or 
LDAP URIs are defined in the CDP extension of a certificate and attempts to use 
these URIs, in order, to retrieve CRLs or updated CRLs.

3. If you have specified a CRL file in the sshd2_config file, the server reads the 
specified file. (To specify a CRL file in versions 6.0 and 6.1, use the keyword 
CRLFile. Starting with version 6.1 SP 1, use LocalPKI.)

4. If the preceding attempts do not succeed, the Reflection for Secure IT server 
assembles a Distinguished Name from the CA certificate's Subject Name and 
queries the defined LDAP server for the contents of the certificateRevoca-
tionList attribute.

Updates for expired CRLs are handled automatically, and do not require adminis-
trator intervention or configuration, unless the CRLFile or LocalPKI-file-based 
CRLs are specified, in which case, the administrator must retrieve the latest CRL 
files and copy them to the same file names as defined in the sshd2_config file.

`çåÑáÖìêáåÖ=~å=ia^m=pÉêîÉê=`ÉêíáÑáÅ~íÉ=píçêÉ
You can define one or more LDAP servers from which to retrieve intermediate 
certificates or CRLs.

To define an LDAP server:

1. Launch the Reflection for Secure IT Server Configuration application.

2. Use the tree view to open the Certificates dialog box (User Authentication > 
Public Key > Certificates).

3. Select a certificate from the list and click Edit.

4. Identify your LDAP server by entering its URI under LDAP server. Use the 
following syntax:

 ldap://hostname.domain:port
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`çåÑáÖìêáåÖ=`ÉêíáÑáÅ~íÉ=oÉîçÅ~íáçå=`ÜÉÅâáåÖ
By default, the Reflection for Secure IT server is configured to check for certificate 
revocation first using OCSP, and then using CRL.

To change this configuration:

1. Launch the Reflection for Secure IT Server Configuration application.

2. Use the tree view to open the Certificates dialog box (User Authentication > 
Public Key > Certificates).

3. Select a certificate from the list and click Edit.

4. Use the list of options for Certificate revocation check to select your preference. 

Warning:  Disabling CRL checking compromises your security. Use this option only 
for testing purposes.

For additional information, refer to Technical Notes 1873 (http://support.wrq.com/
techdocs/1873.html) and 1874 (http://support.wrq.com/techdocs/1873.html).

rëáåÖ=rofë=íç=oÉíêáÉîÉ=fåíÉêãÉÇá~íÉ=`ÉêíáÑáÅ~íÉë
As defined in section 4.2.2.1 of RFC3280, Reflection for Secure IT can use URIs to 
retrieve intermediate CA certificates as follows:

1. If either HTTP or LDAP URIs are defined in the Authority Information Access 
extension of a certificate, Reflection attempts to use these (first HTTP, then 
LDAP) to retrieve intermediate CA certificates.

2. If you have specified one or more intermediate certificate files in the 
sshd2_config file, the server reads the specified files. (To specify a file in version 
6.0 and 6.1, use the keyword CRLFile. Starting with version 6.1 SP 1, use 
LocalPKI.)

3. If the preceding attempts fail, Reflection for Secure IT assembles a Distinguished 
Name from the issuing certificate's Subject Name, and queries the defined LDAP 
server for the contents of the cACertificate attribute.

Because Reflection for Secure IT does not enforce the security policy extension of a 
certificate, security policy configuration is not necessary.
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`çåÑáÖìêáåÖ=~åÇ=mêçíÉÅíáåÖ=pÉêîÉê=hÉóë
Keys and certificates should be stored and transported in PKCS#12 files, which 
typically use either a *.pfx or *.p12 extension. (PKCS#12 defines the personal infor-
mation exchange syntax used for storage and transportation of user private keys and 
certificates.) 

fãéçêíáåÖ=hÉóë=~åÇ=`ÉêíáÑáÅ~íÉë
To import keys and certificates from a PKCS#12 file, you need to extract a private 
key file and one or more certificate files using the ssh-keygen2.exe command-line 
utility. For example: 

    ssh-keygen2 -k <filename>.p12

 
This command creates two (or more) files:

• <filename>.p12_ssh2 
The private key in a proprietary binary format.

• <filename>.p12-n_ssh2.crt 
The certificate (or certificates) in DER-encoded binary format. The certificate 
file with n=1 id is the end-entity certificate. If additional certificates are included 
in the PKCS#12 package, additional files are created with n=2,3, and so on. These 
go progressively up the certification chain to the trusted, or anchor, root (the 
highest value of n).

 
To import the extracted files for use by the Reflection server:

1. Launch the Reflection for Secure IT Server Configuration application.

2. Use the tree view to open the Identity dialog box (under Server Settings).

3. Under Host Certificate, click the [...] button next to Private key, locate the 
private key file (<filename>.p12_ssh2), and click Open. 

4. Click the [...] button next to Certificate. Locate the certificate file 
(<filename>.p12-1_ssh2.crt), and click Open. 
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mêáî~íÉ=hÉó=p~ÑÉÖì~êÇë
If the private key is stolen, it could be used to set up a rogue SSH server that could 
identify itself as your host. This means that clients can no longer be assured that they 
are connecting to the correct host. 

Reflection for Secure IT works with Windows file access controls to protect the key. 
You configure access to the key file from the Security page of the File Properties 
dialog box. Make sure that only the system administrator account has access to the 
file, and that the access is set for read-only.

Note:  Since it would require the administrator to enter a passphrase each time the 
key needs to be used, including every time a client attempts to connect and requests 
server authentication, the host private key is not passphrase protected. Instead, you 
should use operating system file access safeguards to ensure that only the system 
administrator account has (read-only) access to the key. Given that passphrases are 
not used to protect the server’s private key, no procedures are available or needed to 
protect passphrases.

^Åíáçåë=íç=q~âÉ=áÑ=~=hÉó=áë=`çãéêçãáëÉÇ
Consider the host private key compromised if it has become available to any unautho-
rized entity, or if you have reason to distrust the actions of any person who has access 
to the key.

Shut down the Reflection for Secure IT server as soon as you suspect that a private 
key is compromised, and then report the compromised key to your organization’s 
designated security officer. 

To replace a compromised key:

1. Generate a new key pair and certificate.

2. After the server is configured to use the new key pair, and the old certificate is 
revoked, bring the server back online.

The administrator should use a DOD-approved file erasure utility to delete the 
files containing the old key and certificate.

Note:  No new keys are required on client machines.
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